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Summary

Security managers should evaluate MSSPs for enterprise scale operations, multinational and local presence,
and effective threat management and compliance capabilities. Use this Magic Quadrant to evaluate MSSPs to
support global service requirements, regional presence and leading-edge services.

Market Definition/Description

For the purposes of this research, Gartner defines managed security services (MSSs) as "the remote monitoring
or management of IT security functions delivered via shared services from remote security operations centers
(SOCs), not through personnel on-site." Therefore, MSSs do not include staff augmentation, or any consulting
or development and integration services.

MSSs broadly include:
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Monitored or managed firewalls or intrusion prevention systems (IPSs)

Monitored or managed intrusion detection systems (IDSs)

Monitored or managed multifunction firewalls, or unified threat management (UTM) technology
Managed or monitored security gateways for messaging or Web traffic

Security analysis and reporting of events collected from IT infrastructure logs

Reporting associated with monitored/managed devices and incident response

Managed vulnerability scanning of networks, servers, databases or applications

Distributed denial of service (DDoS) protection

Monitoring or management of customer-deployed security information and event management (SIEM)
technologies

Monitoring and/or management of advanced threat defense technologies, or the provision of those
capabilities as a service

This Magic Quadrant evaluates services for monitored/managed firewall and intrusion detection and
prevention functions, as well as log analysis and reporting services. These functions make up the core of MSS
procurements. Chief information security officers (CISOs) and security directors seeking MSS providers
(MSSPs) able to support global service delivery should use this Magic Quadrant to identify providers positioned
to meet their requirements.

There are no vendors appearing in the Visionaries quadrant of this Magic Quadrant. MSS is a mature market
with a core set of services that appear in most MSS engagements. As described in the Vendor Strengths and
Cautions section, several MSSPs have introduced, or will introduce shortly, services to detect advanced targeted
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attacks, using commercial technologies or their own. These are advanced services, but the vendors that are
introducing them have strong capabilities reflected in the Ability to Execute criteria, and thus do not appear in
the Visionaries quadrant. In addition, there are other service firms that have introduced similar capabilities, but
do not yet have the scale to be included in this Magic Quadrant.

Magic Quadrant

Figure 1. Magic Quadrant for Managed Security Services, Worldwide
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BAE Systems

ABILITY TO EXECUTE

COMPLETENESS OF VISION As of December 2015

Source: Gartner (December 2015)

Vendor Strengths and Cautions
AT&T

AT&T offers a range of security monitoring and management services, in addition to other telecommunications
(wired and wireless) and IT services, for business customers ranging from large enterprises to small or midsize
businesses (SMBs) to governments. Headquartered in the U.S. (Dallas), and with regional offices in the U.K.
(London) and Hong Kong, AT&T delivers services from eight SOCs — including three U.S.-based operating 24/7,
and two in the Asia/Pacific region, one in Brazil and one in Europe operating on local business hours.
Customers served by a SOC operating local business hours and seeking support after hours are routed to a
24/7 location with full language support. AT&T's enterprise-grade threat offering is the Security and Threat
Analysis (SETA) service, which includes correlation and analysis of network flow data from customers' devices
and the AT&T network, with customer-specific configuration and response templates. For other customers,
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AT&T provides 24/7 security event monitoring and alerting via AT&T Threat Manager with Advanced Log
Management, delivered by Security On-Demand (SOD). Device management is via the AT&T Security Device
Management offering (part of the Security Analysis and Consulting Solution). Firewall Security Services,
Intrusion Detection and Prevention Services, and Proxy Services are all offered as discrete managed services.
Device management and workflow is handled through the AT&T BusinessDirect portal. Security-related
monitoring and incident management is handled through the AT&T Security Portal. AT&T offers threat
intelligence via the AT&T Internet Protect service, which monitors its Internet Protocol (IP) backbone for attacks.
AT&T leverages big data analytics and behavioral analytics in its other offerings, and has plans to integrate
these offerings for threat analytics. Where necessary, AT&T supports in-country data management and can use
local partners for device management to meet data residency requirements. AT&T should be considered by
organizations where global services need to be sourced from a single supplier, especially network services
where network security controls need to be deployed, managed and monitored both on the customer's and
provider's premises. Existing AT&T customers should also consider AT&T's portfolio of MSS offerings.

AT&T moves from the Leaders quadrant to the Challengers quadrant in 2015 due to continued use of partners
to deliver threat management and advanced log management, while competitors improved their internal
capabilities to deliver these functions.

STRENGTHS

AT&T's network-based security offers mature security management and monitoring that are attractive to
MSS customers with remote and branch office coverage requirements, and security service requirements for
email, mobile, Web application and DDoS protection.

AT&T is a mature and stable service provider, with delivery capabilities in multiple geographic regions.

The vendor centralized all security-focused teams supporting its Network Security offering, which should
improve service coordination and delivery for customers of MSSs.
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CAUTIONS

Potential MSS customers should validate that AT&T's use of service delivery partners for log management
and for security event and threat monitoring will meet their requirements for vendor management, service
levels and service continuity.

AT&T MSS customers using both device management and security monitoring services are required to use
separate portals for related activities. AT&T plans to unify these in early 2016, initially focusing on an
integration of all Network Security offerings into a single portal.

The vendor provides 24/7 support for threat monitoring/management, but this service is available only from
U.S.-based SOCs.

AT&T is only occasionally mentioned by Gartner clients for consideration as an MSSP.

BAE Systems

BAE Systems, headquartered in Farnborough, U.K., offers national defense products and services to industry
and governments. The MSS group is headquartered in Guildford, U.K., with offices in Boston, Sydney, Dubai
and Singapore. In December 2014, BAE Systems acquired U.S.-based SilverSky, a provider of MSS and email
security services. In addition to the SMB-oriented services acquired via SilverSky, MSS offerings are delivered
using four 24/7 SOCs — one in the U.K,, two U.S.-based and one in the Philippines. BAE Systems delivers its
MSS offering using a mixture of proprietary and commercial solutions, depending on the customer's region.
The vendor offers advanced threat detection services to large enterprise customers. The majority of its MSS
customers are in the U.S., and their large enterprise customers in Europe utilize the company's advanced threat
detection services in addition to network monitoring, and most of its advanced threat defense customers are in
the U.K. BAE Systems can meet buyer requirements for data residency with in-region/in-country data collection
and retention options. Companies in the financial services, retail, healthcare, energy and defense markets that
need a mix of UTM device management and monitoring, with the potential for increased protection via
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advanced threat detection and analytics, should consider BAE Systems.

BAE Systems is in the Niche Players quadrant based on its continuing work to complete the integration of the
SilverSky acquisition into its managed security service portfolio and on the limited scope of its MSS footprint,
notably in the Asia/Pacific region.

STRENGTHS

BAE Systems has the security intelligence technology infrastructure to support targeted advanced threat
detection services based on advanced analytics.

The large MSS customer base acquired via SilverSky should benefit from operational integration of BAE
System's threat intelligence research.

BAE Systems is an experienced defense contractor that has developed tradecraft for addressing advanced
targeted attacks, which influences its advanced threat detection and threat intelligence offerings. Customers
indicate that detection of advanced targeted attacks was a primary consideration for selecting BAE Systems.

CAUTIONS

BAE Systems' Advanced Threat Detection services and MSS services are distinct offerings with different
buyers. The vendor has not integrated these two offerings, and they are each mostly present in distinct
regions.

The BAE MSS portal lacks the mature customization, presentation and reporting capabilities found in
competitors' portals. There is no support for advanced threat detection services in the MSS portal. The vendor
has a roadmap to address portal enhancements.

BAE MSS customers span very large enterprises with advanced requirements and very small businesses with
very basic requirements. The vendor will be challenged to develop MSS offerings and the associated sales
and delivery mechanisms that can scale to both types of buyers.
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BAE Systems is not mentioned in MSS vendor shortlist discussions with Gartner clients.

BT

BT is headquartered in London, with offices around the world, including a regional presence for MSS in London,
Hong Kong and Irving, Texas. BT's MSS offerings are composed of monitoring and management of customer-
premises-deployed devices and network-based security controls as part of its larger portfolio of
telecommunications and IT services. BT has three European SOCs, one North American SOC and three
Asia/Pacific SOCs staffed 24/7, with an additional eight SOCs worldwide. The vendor uses a proprietary
platform to deliver network-focused security monitoring (Assure Threat Monitoring). Other commercial tools are
used to deliver workflow and device management. BT's Assure Analytics capability offers advanced threat
analytics and visualization. Assure Threat Defence and Assure Threat Intelligence are global offerings that
focus on detecting advanced targeted and persistent threats. Additional big-data-based analytics support the
Assure Threat Monitoring service. BT offers managed firewalls and network intrusion detection/prevention, in
addition to vulnerability scanning, DDoS and cloud-based security for Web traffic. A single MSS portal is used
by customers and BT staff. BT can meet requirements for data residency with in-region/in-country service
provision and citizenship requirements for SOC staff. Customers of other BT services, and enterprises seeking
global MSS delivery as well as additional threat intelligence, analytics and visualization capabilities, should
consider BT.

BT's placement in the Challengers quadrant reflects both the strength of its global capabilities and the lack of
visibility for MSS among buyers, especially in North America.

STRENGTHS

All MSS and security services are integrated under the BT Assure business, providing a single source for
managed security and other security service offerings for enterprises seeking broad capabilities in a single
provider.
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BT has numerous partnerships with security technology vendors to deliver its device management, security
monitoring and threat intelligence offerings.

The vendor has developed a strong threat intelligence capability, and provides threat hunting as a component
of its MSS.

BT customers give good marks for its understanding of their security requirements and for the security
expertise of BT's MSS operations staff.

CAUTIONS

BT's portal is focused on features for technical security staff. Customized dashboards and content are only
available to customers of the Assure Cyber services.

BT's offerings for monitoring hosts and the application layer have a strong bias toward network security
controls. Buyers that require host-level security monitoring are limited to Web traffic monitoring, as there is
currently no endpoint detection and response (EDR)-based service offering.

BT has lower visibility among MSS buyers in North America and the Asia/Pacific region than in Europe.

CenturyLink

CenturyLink is based in Monroe, Louisiana, and has offices in Hong Kong, London and North America. It
provides managed security services as well as telecommunications, public and private cloud services, and
colocation to small, midsize and enterprise-level customers. MSS customers have primarily been customers of
CenturyLink's infrastructure services. MSS is delivered through a combination of commercial and proprietary
technologies. The vendor has four 24/7 SOCs operating in North America, and one in Europe and one in the
Asia/Pacific region that operate on a "follow the sun" model, with plans to expand to 24/7 in 2016. There are
dedicated North American SOCs to support U.S. government contracts. Support for targeted attack detection via
network forensics, payload analysis, and endpoint behavior and forensics is available through CenturyLink
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Professional Security Consulting Services. CenturyLink acquired Cognilytics in December 2014, which provides
big data and predictive analytics that will be adapted to enhance CenturyLink's advanced threat detection
capabilities. CenturyLink can limit access to customer systems based on the location of SOC staff, and can
store data in-region to support some residency requirements. The vendor's network services, infrastructure as a
service (laaS) and cloud service customers should consider the CenturyLink for MSSs.

CenturyLink delivers most of its MSS capabilities to customers of its other services, and has very limited
visibility for MSS in North America and less outside that region; thus, it appears in the Niche Players quadrant.

STRENGTHS

CenturyLink's enterprise and SMB customers for network, cloud and platform services can augment their
relationships with CenturyLink via MSSs.

CenturyLink's rationalization of security services across its lines of business has enabled a more focused
and consistent delivery of MSSs.

Customers give good marks for CenturyLink's delivery of MSSs.
CAUTIONS

CenturyLink trails competitors in support for advanced threat detection and threat intelligence capabilities.
Offerings to support these are planned, but not yet available.

CenturyLink's MSS portal lags behind those of other MSS providers. A major update is planned for release in
1Q16.

The vendor's 24/7 SOC services are only available from a U.S.-based SOC. Customers in other regions with
requirements for local 24/7 SOC support must request custom services until CenturyLink upgrades
availability in 2016.

oJalclg gl ol el islsl e MEIRIORYETES[6]g  Are you a developer? Try out the HTML to PDF API pdfcrowd.com


http://pdfcrowd.com/html-to-pdf-api/?ref=pdf
http://pdfcrowd.com/customize/
http://pdfcrowd.com/redirect/?url=https%3a%2f%2fwww.gartner.com%2fdoc%2freprints%3fid%3d1-2UPE7Q3%26ct%3d151224%26st%3dsb&id=ma-160229122110-950186ee
http://pdfcrowd.com

CenturyLink rarely appears on Gartner clients' shortlists for MSSs.

CSC

CSC has its headquarters in Falls Church, Virginia, with regional offices in Aldershot, U.K., Singapore and
Sydney. MSS is part of CSC's cybersecurity services, which complement CSC's IT services aimed at enterprise
and government customers. CSC uses commercial SIEM technology for security event collection and
correlation, real-time alert generation, and log management. Customers can opt for dedicated SIEM instances to
meet various regulatory or client concerns. Services are delivered from nine 24/7 SOCs, with four located in the
U.S., two located in the U.K,, and three located across the Asia/Pacific region. CSC's Pulse Portal is leveraged
across all SOCs to provide customers access to MSS alerts, reports and tickets using a common workflow.
Advanced threat detection services are delivered using Trend Micro's Deep Discovery suite to support payload
and network analysis, and network and endpoint forensics, supported by CSC's Global Threat Intelligence. CSC
plans to expand its big data analytics, advanced threat detection and global threat intelligence offerings in
2016. Data residency and privacy concerns are addressed through local log collection, reporting options and
SOC staffing. CSC outsourcing customers, hybrid cloud customers, cloud laaS customers and enterprises —
especially those in the international public sector, healthcare and financial services industries — should
consider CSC for MSSs.

CSC s in the Challengers quadrant due to the strength of its security services in specific verticals and the
challenges it faces in selling managed security services as a stand-alone offering beyond its existing IT
services customer base.

STRENGTHS

CSC offers extensive MSSs for its cloud laaS offerings and security monitoring options, with flexible pricing
models for most offerings.

Customers give generally good marks to the security expertise of CSC's MSS staff.
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CSC's security expertise supports its strong presence in the international public sector, in financial services,
and in critical infrastructure markets. Government clients are serviced by the Computer Sciences Government
Services (CSGov) group, and security capabilities among commercial and government groups are expected to
be shared for the near term.

CAUTIONS

CSC's Network Defense Analysis service, a correlation/alerting/visualization capability based on big data
analytics, is available only to customers that share their security data among a consortium of other
customers.

CSC is rarely included on Gartner commercial clients' shortlists for stand-alone MSS deals.

Dell SecureWorks

Dell is headquartered in Round Rock, Texas, and Dell SecureWorks is headquartered in Atlanta, with five offices
in the U.S., plus Edinburgh, Scotland, London and Tokyo, and with additional offices in the Asia/Pacific region
and Europe. In November 2015, Dell announced its intention to acquire EMC. Dell SecureWorks offers a full
suite of MSSs as well as security consulting, incident response and threat intelligence services. MSS delivery is
based largely on its self-developed Counter Threat Platform technology, with commercial products used for
endpoint monitoring and log retention services on the customer's premises. The Dell SecureWorks Counter
Threat Unit research team provides threat intelligence, malware analysis and analytics support for MSS
operations, in collaboration with incident response and risk consulting teams. Three SOCs are located in the
U.S., with additional SOCs in the U.K. and Japan and a "Center of Excellence" based in Romania. Access to
customer data can be restricted to Dell SecureWorks employees in specific regions to support data privacy
requirements. Network advanced attack detection and protection services are offered in the Advanced Threat
Services portfolio. Advanced endpoint threat detection and forensic services using Bit9 + Carbon Black are
available globally. Small and midsize organizations that want to meet compliance requirements, and
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enterprises looking for full-featured MSSs, should consider Dell SecureWorks.

Dell SecureWorks is in the Leaders quadrant due to the strength of its MSS offerings, the quality of its service
delivery and its high visibility among MSS buyers.

STRENGTHS

Dell SecureWorks is almost always included in competitive MSS deals by customers ranging in size from
small to large enterprise and global buyers based in North America, and has good visibility with European
customers.

Gartner customers regularly offer positive feedback for Dell SecureWorks' MSS delivery, security expertise
and relationship management.

Customers report that Dell's sales efforts result in responsive, comprehensive and easy-to-assess proposals
for services.

The SecureWorks MSS portal offers extensive access to event data, supporting context, threat intelligence
and reporting.
CAUTIONS

Dell SecureWorks continues to mature in Asia/Pacific markets, but is challenged due to less visibility than in
other geographies, reports of inconsistent service delivery, and limited sales and presales expertise outside of
Japan.

Gartner clients have increasingly reported that Dell SecureWorks' pricing is more expensive relative to other
MSSPs.

Gartner clients have expressed concerns regarding a planned Dell SecureWorks initial public offering (IPO)
and the potential for distraction or issues with account management responsiveness.

oJalclg gl ol el islsl e MEIRIORYETES[6]g  Are you a developer? Try out the HTML to PDF API pdfcrowd.com


http://pdfcrowd.com/html-to-pdf-api/?ref=pdf
http://pdfcrowd.com/customize/
http://pdfcrowd.com/redirect/?url=https%3a%2f%2fwww.gartner.com%2fdoc%2freprints%3fid%3d1-2UPE7Q3%26ct%3d151224%26st%3dsb&id=ma-160229122110-950186ee
http://pdfcrowd.com

HPE

Hewlett Packard Enterprise (HPE) Managed Security Services is part of the recently formed HPE organization in
the Enterprise Security Services business. HPE is headquartered in Palo Alto, California, with global MSS
operations in Sydney, Australia, Manchester, U.K. and Plano, Texas. HPE has a number of security solutions in
its portfolio supported by professional services and MSSs; technologies for SIEM, application and data security;
and services and solutions focused on enterprise customers. HPEs MSS leverages the HPE Security ArcSight
SIEM platform, the Vertica platform and related event-collection components. Log management is delivered via
HPE Security ArcSight Enterprise Security Manager (ESM) and HPE Security ArcSight Logger in SaaS, hosted or
on-premises deployments. HPE provides managed advanced threat detection and incident response services
through a strategic partnership with FireEye. HPE has two SOCs in the U.S., one in Canada, one in Latin
America, three in Europe and three in the Asia/Pacific region. HPE offers a portal for its MSS customers and
uses the HPE Security ArcSight Logger technology for log management. Log management features are
available via the HPE Security ArcSight Logger portal. HPE offers an MSS portal for separate governance, risk
and compliance-oriented activities for executive dashboards. The MSS portal provides role-based access,
ticketing and security reporting features. Large and midsize companies requiring a global presence, especially
those using HPE IT services and solutions, should consider HPE for MSSs.

HPE is in the Challengers quadrant based on the relative lack of maturity of its MSS portal, and the challenges
HPE faces in gaining share beyond its IT outsourcing customers.

STRENGTHS

HPE has multiregional security delivery resources and support capabilities for large service engagements.

HPE's broad technology and service delivery options enable extensively customized MSS engagements,
including technology bundling and hybrid delivery options. HPE has made specific investments in its MSS
capabilities for security monitoring.
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HPE's standardization on the HPE Security ArcSight platform for global MSSs brings consistency to its
delivery capabilities. Its partnership with FireEye for incident response services brings recognized advanced
threat detection and incident response capabilities to HPE's existing MSSs.

CAUTIONS

The HPE MSS portal lacks several features that are available in competitors' portals, especially in asset and
vulnerability details, self-service reporting capabilities, and integration with customer ticketing systems.
Potential customers should validate that HPE's current capabilities and future enhancements will meet their
deployment and operations requirements.

Gartner clients report that the presales engagement with HPE can be challenging, and requires persistence to
engage with the desired resources for MSS. HPE SIEM products and MSS services compete for the same
customer budget.

As HPE shifts MSS to pricing based on data volume, prospective MSS customers should validate
assumptions about security data volume in the anticipated scope of services, and understand the impact of
higher- or lower-than-planned-for volume on service delivery and pricing.

|IBM

IBM is headquartered in Armonk, New York, with primary MSS offices in Atlanta, and regional offices in
Singapore and Belgium. IBM offers a broad range of MSSs, security consulting, incident response and
integration services, either as stand-alone offerings or as part of larger multiservice or solution contracts. MSSs
are delivered from six 24/7 SOCs: two in the U.S., one in Costa Rica, one in Brazil, one in Tokyo and one in
Wroclaw, Poland. IBM has three additional non-24/7 SOCs around the world. IBM uses its QRadar SIEM to
deliver MSS, as well as monitoring in cloud-based, as-a-service, on-premises managed or co-managed
monitoring. IBM's advanced analytics and targeted attack detection capabilities for the network and hosts
include third-party vendors with an emphasis on IBM solutions and customer-deployed products. Threat
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intelligence is delivered via the IBM X-Force threat research team and the X-Force Exchange portal. Support for
data residency requirements is available through managed SIEM deployment on the customer's premises or
using SIEM as a service hosted within IBM's SoftLayer. Enterprises with global service delivery requirements
and those with strategic relationships with IBM should consider IBM for MSSs.

IBM's placement in the Leaders quadrant reflects its strong MSS delivery capability and ability to compete with
other vendors on a global basis.

STRENGTHS

Gartner clients very often include IBM in competitive MSS evaluations, and the vendor has high visibility for
MSS in all geographic regions.

IBM has a full-featured portal that leverages elements of the QRadar management console for log
management. The vendor also plans to release enhancements for additional intelligence and dashboard
capabilities based on Biglnsights and Cognos.

IBM is a large, mature provider of security and IT services and products, with global delivery capabilities.
Customers generally give good marks for IBM's ability to deliver core MSS capabilities.

CAUTIONS

Gartner clients report challenges engaging with the IBM sales processes, and obtaining timely and responsive
MSS bids.

IBM's advanced threat protection for network analysis and forensics uses IBM's QRadar SIEM components
and other service offerings, such as managed FireEye or Carbon Black. Prospective customers with other
network behavioral analytics or forensics products may require custom services, although IBM plans to
support more-advanced threat solutions in the future.
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Although IBM's MSS supports multiple security vendors and their technologies — including many from its
competitors in the IPS and SIEM markets — MSS customers should monitor planned and actual MSS support
for the security technologies deployed in their environments.

NTT

NTT is based in Tokyo, with London and New York offices. MSS is delivered by three brands, representing
companies acquired over the past several years: NTT Com Security, with a focus on Europe; Dimension Data,
with a focus on the Asia/Pacific region and Solutionary, with a focus on North America. Each organization can
deliver MSS to customers in multiple regions. NTT is included in this Magic Quadrant on the basis of its
combined offerings and the scale of its MSS entities. NTT has multiple SOCs in the Asia/Pacific region, Europe
and North America. Targeted attack protection is embedded in the MSS offering of each delivery group, and it
differs among the groups, although the groups share threat information. NTT customers and enterprises
seeking a large global service provider with specific regional strengths should consider NTT for MSSs.
Specifically, buyers seeking North America-centric services should consider Solutionary; those requiring Europe-
or Japan-centric services should consider NTT Com Security; and those seeking broader Asia/Pacific-centric
services should consider Dimension Data.

NTT's position in the Challengers quadrant reflects the strong service record of its several MSS delivery
organizations in specific geographies, and the lack of overall unified sales and delivery capability for MSS.

STRENGTHS

NTT Com Security, Solutionary and Dimension Data are well-known in Europe, North America, the Middle
East/Africa and the Asia/Pacific region, respectively, and they appear in MSS deals in those regions. These
MSSs get generally positive reviews from Gartner clients.

NTT has a global presence, as well as a wide range of security service offerings and delivery options, in
addition to broader telecommunications and IT infrastructure service offerings.
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CAUTIONS

Gartner reviewed the Solutionary MSS portal, but did not validate the MSS portal capabilities of Dimension
Data and NTT Com Security. Due to distinct delivery platforms and portals, the features and functions
available in the NTT Solutionary portal may not be available to MSS customers with service that is not
delivered by Solutionary.

MSS operations are not integrated across business units. Prospective global customers with delivery
requirements that include region-specific requirements should verify that NTT will ensure best-of-breed
capabilities in each region, with the required level of global service coordination.

Customers should continue to closely monitor MSS delivery for quality and meeting roadmap commitments.
Gartner clients have reported service issues with NTT.

Orange Business Services

Orange Business Services, headquartered in Paris and with regional offices in Atlanta and Singapore, offers a
broad range of telecommunications and cloud-based IT infrastructure services, security consulting services,
and MSSs. Orange's MSSs are based on commercial technologies for log management, event correlation and
advanced threat detection. Threat intelligence is gathered using proprietary tools monitoring Orange's IP
networks. Services are delivered from five 24/7 SOCs, with three located in Europe, one in North America and
one in the Asia/Pacific region. Data residency requirements are addressed on a case-by-case basis, with
European data storage available for non-European clients, if needed. Orange's network and infrastructure
service customers, and organizations seeking a large, global and stable Europe- and Asia/Pacific-focused MSS
provider, should consider Orange Business Services.

Orange Business Services appears in the Niche Players quadrant due to a relative lack of comprehensive
security monitoring and mature portal compared with its competitors, and the vendor's lack of visibility among
MSS buyers.
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STRENGTHS

Orange is a large, stable service provider offering a broad range of network and IT services that can be
bundled with MSSs.

The vendor can deliver services to customers seeking MSSs with data storage and analysis based outside of
North America.

Customers give good marks for Orange's MSSs, especially for network device management.
CAUTIONS

The Orange MSS portal (there is a separate IT service management portal) lags behind those of competitors
in supporting day-to-day investigation of security events. There is limited context and navigation capability,
and customers seeking to investigate log data directly must be granted access to the console of SIEM
platforms (HPE Security ArcSight or IBM Security QRadar) to do so.

Orange lags behind many MSS competitors in providing advanced attack analytics as part of its MSS.

Orange rarely appears on Gartner clients' shortlists for MSS procurement, and it has very limited MSS market
visibility.

Symantec

In October 2014, Symantec announced the sale of the Veritas information management business, effective 1
January 2016. The security business, including MSS delivery, will retain the Symantec name and be part of the
Cyber Security Services portfolio. Symantec's Cyber Security Services offerings include security monitoring,
security intelligence, incident response services, and security training and awareness services. The vendor also
has a broad portfolio of security solutions. Symantec's MSS architecture is based on self-developed
technology. Symantec is headquartered in Mountain View, California, and the vendor has six SOCs: one each in
the U.S., the U.K,, and Japan, and three in the Asia/Pacific region, with two more EMEA SOCs planned for 2016.
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The SOCs operate on a follow-the-sun model, and customers are assigned a primary SOC in their regions and a
designated team of analysts. Customer event and log data are analyzed and retained in the North American
SOC. Customers that require other data storage options can use an on-premises-deployed commercial log
storage solution. Symantec supports endpoint behavioral and forensics services based on its Advanced Threat
Protection product. Symantec also announced its Cyber One pricing, which provides security monitoring,
intelligence and incident response services in one agreement. Enterprises seeking an established MSSP with a
global presence should consider using Symantec.

Symantec is in the Leaders Quadrant due to the strength of its security monitoring service delivery and ability to
compete globally with leading competitors.

STRENGTHS

Symantec collects logs from a broad range of security and IT sources, and offers full MSS portal-based query
capabilities for retained log data.

MSS customers indicate that the DeepSight Intelligence threat feeds and intelligence reports are
differentiators of Symantec's services.

The vendor's MSS portal provides comprehensive features for alerts, log search, reporting and workflow.
Gartner customers very often consider Symantec's MSS offerings in competitive evaluations.
CAUTIONS

Symantec's services for endpoint threat detection and response are built around monitoring its own endpoint
products. Those using EDR products from competitors must validate whether Symantec will support them.

Unlike most MSSPs, Symantec offers only very limited device management services. It offers device
management for IDS/IPS, not for other security controls. Prospective customers seeking those services in
addition to monitoring must anticipate working with Symantec partners.
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Trustwave

In August 2015, Singtel completed the acquisition of Trustwave, which is now a stand-alone business within
Singtel Group Enterprise. Trustwave will continue to operate under the Trustwave brand and remains
headquartered in Chicago, with regional headquarters in London, Sao Paulo and Sydney, and offices in 26
countries. Trustwave has several security technologies — including SIEM, UTM, network access control,
application security, Web application firewall (WAF) and anti-malware — and builds MSSs around those as well
as third-party products. Security intelligence capabilities are provided by the Trustwave SpiderLabs group, and
augmented through Singtel's network monitoring capabilities. Trustwave has three U.S.-based SOCs, one in
Europe and one in the Asia/Pacific region. Targeted attack detection and advanced analytics capabilities are
standard components of Trustwave MSSs, and are delivered via services such as Managed Anti-Malware and
Managed SIEM. Singtel customers, as well as companies in the retail, hospitality, healthcare and banking
vertical industries, should consider Trustwave for MSSs.

Trustwave moved from the Niche Players quadrant to the Challengers quadrant in 2015 due to the access it
gained to greater resources and new markets resulting from the acquisition by Singtel, and its increasing
investments in competing for enterprise customers.

STRENGTHS

Trustwave provides managed services with its broad, growing portfolio of security products. These can be
packaged and sold as subscription services with no capital expenditures. Trustwave continues to expand its
relationships with third-party technology providers and offers monitoring and management services for third-
party technologies.

The Trustwave portal supports over 20 languages for localization.

Trustwave SpiderLabs' threat intelligence is used to provide protective and detective capabilities to the
Trustwave products used in MSS, and to SOC analysts monitoring customer devices.
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The vendor remains a well-recognized provider of services and technologies to support PCI Data Security
Standard (DSS) compliance. Compliance customers can leverage Trustwave services to extend security
monitoring beyond the scope required for PCI compliance to address threat management use cases.

CAUTIONS

Trustwave lags behind other MSSPs in employing advanced analytics technologies and methods to help
SOC analysts and customers to identify unusual behaviors among users and other entities.

As Trustwave continues to add support for third-party security technologies, customers should validate when
and to what extent the security products they have deployed will be fully supported by Trustwave MSSs.

Trustwave's TrustKeeper MSS portal currently lags behind those of its competitors. The compliance view
portal offers very basic dashboards showing event counts and trends, but does not support drill-down, pivot
and navigation through event data. A separate Enterprise View portal offers hierarchical views of activity,
including agents deployed, logs collected and scans executed. Extensive portal changes are planned for
2016.

Trustwave rarely appears in MSS inquiries among Gartner clients.

Verizon

Verizon is headquartered in Basking Ridge, New Jersey, with offices throughout the U.S., Europe, Latin America
and the Asia/Pacific region. Verizon offers MSSs and security consulting, as well as a broad range of
telecommunications and infrastructure services. The vendor is in the process of migrating its legacy MSS
delivery technology to one based primarily on Splunk and open-source technologies for event correlation,
analysis and storage. Three SOCs are located in the U.S. (one serving only government customers), two in
Europe and four in the Asia/Pacific region. Verizon's Research, Investigations, Solutions, Knowledge (RISK)
team provides threat intelligence and malware detection signatures that support MSSs, and the vendor's breach
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response services inform MSS monitoring efforts. Verizon uses regional SOCs and data retention to meet
requirements for local data storage and analysis. Network traffic analysis and payload analysis are available
via third-party technologies to customers worldwide. Network and endpoint forensics are available on retainer
as consulting services, and endpoint behavior analysis services are available via integration with third-party
technologies. Enterprises should consider Verizon if they are looking for an established service provider that is
capable of delivering a broad range of security services in multiple regions.

Verizon appears in the Leaders quadrant because it is highly visible to MSS buyers, competes with other
leaders globally and has a strong track record for delivering MSS.

STRENGTHS

As a telecommunications provider, Verizon offers MSS offerings including network-based and premises-
based controls, and security data acquisition and analysis of customer network traffic and premises-based
logs.

The vendor's MSS receives positive marks from Gartner clients. They also cite Verizon's security expertise as
a differentiator for MSSs.

Verizon is very visible as an MSS provider among Gartner clients, and is often included in competitive MSS
evaluations.

CAUTIONS

Verizon is presently developing a new unified MSS portal. Today, depending on the features selected, MSS
customers might have to use two portals. Verizon plans general availability of the new portal in 2Q16.

The vendor is in transition with its MSS delivery platform. Current MSS customers should monitor service
delivery and be prepared to assess changes in service quality during and after the transition. Prospective
MSS customers should validate the capabilities that will be available on the date they plan to initiate
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services.

Verizon has been slow to introduce targeted attack detection features to all regions. MSS customers who
anticipate introducing new advanced threat defense capabilities should validate the scope of MSS support
available worldwide.

Wipro

Wipro is headquartered in Bangalore, India, with offices around the world. Wipro provides security event
monitoring and incident response, infrastructure security operations, threat and vulnerability management, and
other security services under the ServiceNxt MSS brand. Services are delivered from six SOCs in the
Asia/Pacific region, two in Europe and one in North America. The India-based SOCs are ISO 27001-compliant.
Wipro uses shared SOC staff and customer-dedicated commercial SIEM products to deliver security monitoring
and compliance reporting. The vendor offers managed netw