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Splunk allows you to understand why a requirement deficiency 
occurred. It then lets you explore your data, monitor the requirement 
deficiency over time, and improve security posture or refine your 
processes and policies over time. All of this results continuous 
monitoring of assets and applications in-scope for PCI compliance.

According to Forrester Research, there are many organizations 
(particularly financial institutions) that use PCI compliance as an, 
“actionable security framework.

Figure 1 - Source: Forrester Research Inc., PCI Unleashed, John Kindervag, 

January 11, 2010

The steps for PCI compliance are meant to be an actionable 
framework—they not only tell you what you need to do but also 
how to do it. As a result PCI standards are the exception to the 
rule that ‘being compliant doesn’t make you more secure.’

Below is a list of the 12 PCI requirements and how Splunk can be 
used to address each one. We have listed each PCI requirement and 
then provided some additional information around the requirement 
so you can better understand the implication to a business or 
enterprise application. You’ll also notice that we don’t specifically 
address virtualized systems in the information below. PCI compliance 
requires us to look at virtualized systems the same way as we do 
non-virtualized systems. However, there is a special section on what 
requirements present specific PCI-compliance challenges. 

The 12 PCI Requirements and Splunk’s capabilities
Requirement 1. Install and maintain a firewall configuration to 
protect data. (Use a firewall to protect the perimeter of your 
network and enterprise.) 

Grab the logs from your internal and external firewalls and store 
them centrally in Splunk. Use Splunk to monitor traffic patterns 
to and from cardholder systems to the internal network and other 
networks and/or systems that are considered untrusted. Track 
and report on firewall changes and rule usage to ensure that the 
firewalls are protecting the cardholder environment as expected. 

Requirement 2. Do not use vendor-supplied defaults for system  
passwords and other security parameters. The security 
configurations of the systems within the cardholder data 
environment are the first line of defense against malicious attacks. 

Machine data’s role in PCI compliance 
Whether security data is coming from cloud-based 
operations, virtual systems, on-premise systems or 
third-party outsourced PCI services, Splunk® Enterprise™ 
can be used to achieve PCI compliance and to improve 
an enterprise-level security posture. Splunk software is 
built for business agility and can scale to collect and 
analyze the vast amount of data needed for in-depth 
security analysis and regulatory compliance.

While nearly all PCI DSS requirements can be met using Splunk 
Enterprise, the Splunk App for PCI Compliance 2.0 provides support 
for customers looking for a simple, lightweight reporting solution 
or for making PCI compliance a part of their active security standard. 
The App features out-of-the-box content for real-time continuous 
monitoring of enterprise PCI DSS posture, high-level scorecards 
for each PCI control, issue prioritization for in-scope assets and 
an incident review and workflow capability. The App may be of 
particular interest to those organizations that need to be PCI 
compliant but either do not want to implement a traditional SIEM 
(taking weeks or months) or want to view PCI DSS compliance 
separately from their SIEM implementation.

For a complete understanding of the power of the Splunk App 
for PCI Compliance 2.0, please see the fact sheet of the same 
name located on the Splunk website. The next section of this 
executive brief explores how Splunk Enterprise can be used for 
PCI compliance. 

What is PCI compliance and how do you achieve 
it using Splunk?
PCI is short for payment card industry. In 2006 the Security 
Standards Council (SSC) created the PCI Security Standards, which 
include the Data Security Standard (DSS), Payment Application 
Data Security Standard (PA-DSS), and PIN Transaction Security 
(PTS) requirements.

The council came up with 12 basic prescriptive requirements for 
securing cardholder data. Like most security policies, these 
requirements are around securing the behavior and actions of 
people, processes and technologies. Splunk is able to address all 
twelve of the PCI requirements. Splunk is able to monitor all the 
log data it collects as well as monitor services, processes, and 
port activity on systems. Splunk searches can be automated to 
produce reports and alerts indicating improper data access, use, 
movement or deletion. It can also be used to monitor machine-
to-machine communications that may be abnormal and indicate 
that a data breach is about to occur or has already occurred.

Splunk’s approach is different than today’s traditional security 
event manager. As a big data analytics engine with no collection 
schema, Splunk does not need to be reconfigured each time there 
is a version change in software or hardware. In other words, any 
report created in Splunk can collect new versions of the data sources 
without having to conform to a particular collection schema. 

Security Organization

Information and Physical Security Policy

Requirement 12: Maintain an Information Security Policy

Network Security Data Security

Requirement 10: Log Management

Security Information Management

Security Operations (SOC 2.0)
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Malicious individuals will often use the default configurations 
and other default settings, user accounts, and passwords to 
compromise systems. These settings are well known in the hacker 
communities. Applying thorough and meaningful hardening 
standards makes it more difficult for people to access your 
systems. This goes for SNMP community stings and encryption 
keys as well. Just enable what you need to allow the right kinds 
of traffic to from servers across the network.

Splunk can monitor password and configuration changes and 
network traffic and the traffic should be encrypted. 

Requirement 3. Protect stored data. (Have a policy for credit 
card data retention for your business and stick to it. This includes 
all aspects of the data life cycle to disposal. You don’t want to 
find credit card numbers in log data.) 

PCI requires that you protect the data at rest on the cardholder 
systems. Have a policy for credit card retention, encryption, 
truncation, masking, and hashing as necessary to ensure that the 
data is protected in the right places. This includes all aspects of 
the data life cycle from initial storage to disposal. Ensure that 
credit card data does not find its way into the log data. 

Use Splunk to monitor and report on all the electronic steps in the 
data life cycle and find credit card numbers in the data. However, 
you may need to retain some of the data: save the name, the 
primary account number, and expiration date and service code. 
Don’t store the three or four digit number on the back of the card. 
Data masking can be used to allow log data to be used with out 
compromising the data itself. You can use encryption on the data but 
if you do, use Spunk to monitor appropriate access to encryption 
keys, their generation and their life cycle.

Requirement 4. Encrypt transmission of cardholder data across 
public networks. (If you need to send cardholder data from one 
place to another over the wire or through the air, encrypt the 
data in transit.)

Use Splunk to verify the building and tear down of IPsec 
transmissions and that trusted, legitimate certificates are used 
—and are not self-signed.

Requirement 5. Use and regularly update anti-virus software. 
(You have to have anti-virus (AV) installed and keep it up to 
date to handle known threats. Make sure it is running on servers 
and hosts that either retain cardholder data or hosts that access 
systems where this data might be stored. The AV software needs 
to be able to remove malware and viruses.)

Use Splunk to monitor malware activity, signature versions, and 
anti-malware agent deployment statistics. Use the information 
to cross-check the systems with the anti-virus solutions to identify 
possible deltas in reporting. Splunk can help you get visibility 
into host-based and network-based activity. Monitor for abnormal 
activities by comparing normal credentialed activity to detect 
today’s sophisticated modern threats. Model the behavior using 
IT risk scenarios and thresholds to discover unknown threats to 
the cardholder data environment.

While PCI DSS specifically talks about having a signature-based 
known threat approach, it is important to also benchmark host 
and network behaviors using IT risk scenarios and thresholds 
for unknown threats. Splunk can help you understanding host 
and network activity. It can let you monitor for abnormal activities 
in normal credentialed activities as proactive approach to detecting 
today’s sophisticated modern threats.

Requirement 6. Develop and maintain secure systems and 
applications. (Host operating systems and applications must be 
kept patched to mitigate risks from vulnerabilities. This should 
be done in a prioritized way with the most severe vulnerabilities 
handled first on servers and applications working inward from 
hosts and applications that house credit card data outward to 
the hosts that access the data. It is suggested that high priority 
applications and hosts patches be addressed within a month and 
less critical devices within three months.) 

Splunk can help on many fronts. Patch trending is handled easily 
by putting all the vulnerability data into Splunk and monitoring 
patch metrics. Splunk can also help to prioritize hosts based on CVSS 
score if included in the patch management product. On June 30 
of 2012 the PCI council formally defines high-risk vulnerabilities as 
those with a CVSS score of 4.0 and above. Splunk can also watch 
for server reboots required for patch initialization for servers that 
may not have been rebooted. Splunk helps with separation of 
duties by allowing system owners to troubleshoot systems and 
applications without having to log into them. Finally, Splunk can 
monitor the change control process to help ensure that changes 
are performed in the change control windows outlined by the 
business for minimal impact.

Splunk can help in others ways also. Splunk can monitor uptime 
information produced by the different systems in the cardholder data 
environment and identify systems that may not have been rebooted. 
Splunk supports the concept of separation of duties by allowing 
system owners to troubleshoot systems and applications without 
having to log into them. Splunk can monitor the change control 
process to help ensure that changes are performed in the change 
control windows outlined by the business for minimal impact.

Requirement 7. Restrict access to data by business need-to-
know. (Having a comprehensive approach to controlling and 
monitoring data and system access is key to a successful PCI 
compliance strategy.)

All access attempts to applications and hosts in scope for PCI can 
be monitored and reported on by Splunk. Through the use of other 
data in the environment, a complete picture of the user and access 
record begins to take shape: where the user is accessing the data 
from, the access time of day, what system is being used to access 
the data and what system is accessed. Splunk can track this data 
as a baseline, watching for abnormal behaviors or combinations of 
behaviors that should be investigated. A ‘least-privileges’ approach 
should be taken to limit the data a person can have access to or 
view based on role throughout the IT architecture and applications 
and hosts in scope for PCI compliance. Limitations imposed on 
access to viewing data in Splunk can be provided though role-based 
access Requirements (RBAC).
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Requirement 8. Assign a unique ID to each person with computer 
access. (It is a well-known best practice to make sure that each 
individual has a unique ID for accessing system components and 
applications that contain or have access to cardholder data. The 
business needs to be accountable for additions, changes and 
deletions of users to systems such as AD, LDAP, RADIUS and/or 
TACAS that allow access to cardholder data and systems.)

Use Splunk to monitor for account sharing by monitoring same 
account password accesses from different locations/IP addresses 
inside your company. Monitoring the account creation/deletion 
lifecycle is possible with Splunk. This can bring to light processes 
that may not have been followed to delete accounts as part of 
employee separation processes. Monitoring user accounts for clear 
text authentication, auditing password resets, and generating a 
list of inactive user accounts is also possible with Splunk. Finally, 
hosts setting such as the group policy object (GPO) settings can 
be monitored on Microsoft Active Directory for changes and 
settings of password controls and lockout settings.

Requirement 9. Restrict physical access to cardholder data. 
(Physical access to data is a crucial part of the access story. Using 
this data to understand where a person is physically located is key 
to understanding who may have legitimately accessed a system 
or tampered with it as a malicious insider. Physical restrictions 
to systems and even connection to systems that grant access to 
systems containing applications housing cardholder data should be 
put in place to reduce risk and these systems should be monitored.)

Processes and access entry systems should be put in place to 
understand who can access systems, and different levels and types 
of access should be granted to specific individuals. For example 
contractors may or may not be granted the same level of access as 
regular employees. Visitors should be only granted access to secured 
portions of a facility. If Internet access is granted to visitors it should 
not grant them access into any part of the corporate network. The 
access lifecycle for all employees can be monitored and reported on 
once Splunk indexes the access data. Physical access patterns can 
be visualized and anomalous or unauthorized activities detected and 
correlated logical access to systems. Splunk can watch for repeated 
patterns of access outside of prescribed times.

Requirement 10. Track and monitor all access to network resources 
and cardholder data. Accounting for access to all network, systems, 
applications and cardholder data requires the collection of data and 
log management. Log data is the definitive record of all human-to-
machine and machine-to-machine interactions. These interactions 
should be tracked and monitored. If abnormal behaviors are seen, 
an alert should go out to the individuals responsible for taking action 
to prevent the access. Without complete and accurate system logs, 
determining a security compromise is not possible.

As a big data engine with a comprehensive analytics language, 
Splunk has many distinct advantages over traditional SIEM 
solutions that provide the functionality required to fulfill PCI 10.x. 
All relevant data regardless of format can be brought into Splunk. 
This means that the depth of analysis isn’t hindered by data type 
or scalability issues. Splunk can monitor and correlate data across 
multiple types of data sources to watch for fraudulent access to 
systems applications. This includes credit card data monitoring 

access attempts by all users including root and administrator users. 
The issue ID can be discerned through the correlation of physical 
access data, LDAP or Active Directory data, DHCP, VPN and other 
data types that may uniquely identify the suspicious user.

Splunk can protect audit trains by hashing the data, provide role-
based access controls, ensure all in scope systems are time-synced 
and provide metrics around success or failure of specific events. 
Also, using the Splunk lightweight forwarder, Splunk can monitor 
systems for file integrity. Finally, a user can set up Splunk to conform 
to PCI storage time requirements of 90 days–1 year. Splunk can 
also identify the user who performed the action, the type of event 
that occurred, when it occurred, whether it was successful, the 
data type that was affected, and whether or not the system was 
synced up with an NTP server.

Splunk embraces the concept of ‘hot’, ‘warm’, and ‘cold’ storage 
of data. When stored to back-up mediums like tape, the data and 
its index are stored so that pushing the data back into Splunk 
makes it automatically searchable. File integrity monitoring can be 
accomplished using Splunk as a universal forwarder. Splunk can 
paint the picture of what changed, when it changed, who changed 
it, and determine if the change occurred during an authorized change 
window. Daily log review is easily accomplished using automated 
searches and tagging of data from specific hosts.

Requirement 11. Regularly test security systems and processes. 
(Systems should be regularly tested for vulnerabilities and 
applications should be penetration tested as part of the software 
development lifecycle. Organizations also need to test for 
unauthorized wireless access points on a quarterly basis.)

While Splunk is not a vulnerability scanner, it can accept data 
from vulnerability scans conducted (by an ASV) from inside or 
outside the perimeter, the results of a penetration test (XML file, 
CSV, other format) or other test data collected. Dashboards can 
easily be created to trend the number of vulnerabilities by CVSS 
number (4 or greater). This can be use to discover not only if the 
operations team is catching up with the number of vulnerabilities 
month-over-month (or quarter-over-quarter) but also see who 
on the team is addressing the most vulnerabilities, watching 
for new vulnerabilities, systems that haven’t rebooted over a 
period of time indicating a patch may not have been fully applied. 
Wireless scans should also be performed to monitor performing to 
uncover rouge access points and vulnerabilities in firmware and 
misconfigured encryption settings.

Splunk can collect data from IDS/IPS systems monitoring traffic at 
the perimeter of the cardholder data environment and monitor 
that these systems are up to date with the latest version of 
signatures and software.

Requirement 12.  Maintain a policy that addresses information 
security. (Maintain a security policy that is kept up to date 
and meets requirements to secure the behavior and actions of 
people, processes and technologies.)

Splunk’s capabilities are most easily mapped to NIST 800-30 and 
this standard is easily ‘cross-walked’ to other risk standards such 
as Risk IT (from COBIT), OCTAVE and ISO 27005. If the policy is 
kept on a shared system, make sure employee policy access data 
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Requirement 9.6-9.10 – For the purposes of PCI compliance, 
treat the virtual machine as a file stored on a file system or on 
backup tapes. Monitor access to these key files would allow for 
information disclosure (potentially credit card information in our 
context) as well as unauthorized modifications to the CDE itself.

Requirement 10.2 – Says to implement automated audit trails for 
all system components to reconstruct events. In the virtualized 
environment, collect:

•	 ESX events from the service console—/var/log/vmware/
hostd.log and /var/log/messages

•	 ESXi event from VI CLI, PowerShell, VI API

•	 vCenter events from the events table exposed via VI API or 
specially-created DB View

For authentication events collect: 

•	 Successful login: who and when

•	 Unsuccessful login: who, when, frequency of attempts

•	 Access controls: user/group granted a new role, new role 
created, existing role modified

The Splunk App for PCI Compliance
While nearly all PCI DSS requirements can be met using Splunk 
Enterprise, The Splunk App for PCI Compliance 2.0 provides support 
for customers looking for simple lightweight reporting or looking 
for make PCI their active security standard. The App features 
out-of-the-box content for real-time continuous monitoring of 
enterprise PCI DSS posture, high-level scorecards for each PCI 
requirement, prioritization of in-scope assets and an incident 
review and workflow capability. The app may be of particular 
interest to those organizations that need to be PCI compliant but 
either doesn’t want to implement a traditional SIEM (taking weeks 
or months) or wants to view PCI DSS compliance separately from 
their SIEM implementation.

For a complete understanding of the power of the Splunk App 
for PCI Compliance 2.0, please see the datasheet of the same 
name located on the Splunk website.

www.splunk.com
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Free Download
Download Splunk for free. You’ll get a Splunk Enterprise 
license for 60 days and you can index up to 500 megabytes 
of data per day. After 60 days, or anytime before then, you 
can convert to a perpetual Free license or purchase an 
Enterprise license by contacting sales@splunk.com.

is recorded and used to ensure its been viewed and read by all 
employees as a condition of employment.

Automated systems that are a part of the hiring process should be 
monitored to ensure that employees have indicated acceptance 
of acceptable use policies, are informed of automatic disconnect 
of sessions after periods of inactivity and know data handling 
processes within the organization. Monitor for compliance by 
monitoring events where users copy, move or store cardholder 
data and follow up on instances where there may not be a clear 
business need.

Splunk can be a key component for a robust incident response 
plan to discover, analyze and ultimately learning from a particular 
problem or security incident.

A word (or two) on virtualization
Virtualized environments represent some of the most interesting 
challenges for those with heavily virtualized environments and 
the QSA. As a rule of thumb, virtualized environments should 
be treated in the same manner as non-virtualized environments. 
For example, anti-virus software on the guest OS that can see up 
into the VMs and virtual firewalls should be implemented to fulfill 
Requirement #1.1

Requirement 1.3 – Talks about prohibiting network segmentation. 
It’s important to be able to show this segregation between the 
service console of VMware vCenter and they are isolated from other 
networks especially the guest network and other user networks. 
Firewalls or ‘jump boxes’ can best show this segregation. It is 
possible to place VMs in the cardholder data environment (CDE) 
on the same subnet as VMs outside the CDE, thus bypassing all 
intended network security barriers. Virtual networks in the CDE 
should be monitored for any virtual machine assignment, so that 
any unauthorized virtual machine on a network can be immediately 
detected and responded to. 

Requirement 2.2.1 – This states that you must “Implement only 
one primary function per server.” The intent of the requirement has 
nothing to do with specific technologies, but is instead concerned 
with limiting the impact to cardholder data if a specific server 
function becomes vulnerable to attack. 

Use Splunk to monitor inappropriate access to cardholder data 
through a compromise of guest-to-host or guest-to-guest isolation. 
The hypervisor could be improperly configured during deployment 
such that the isolation between different virtual machine containers 
is not as strong as it could be. Also, while known vulnerabilities in 
hypervisor software have been extremely rare, Splunk can monitor 
for unnecessary services that should be disabled, which patches 
should be up to date and if the authentication controls put in place 
haven’t been altered to exploit the hypervisor itself.
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