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Integrated Anomaly Detection for Cyber Security of
the Substations

Junho Hong, Student Member, IEEE, Chen-Ching Liu, Fellow, IEEE, and
Manimaran Govindarasu, Senior Member, IEEE

Abstract—Cyber intrusions to substations of a power grid are a
source of vulnerability since most substations are unmanned and
with limited protection of the physical security. In the worst case,
simultaneous intrusions into multiple substations can lead to severe
cascading events, causing catastrophic power outages. In this paper,
an integrated Anomaly Detection System (ADS) is proposed which
contains host- and network-based anomaly detection systems for
the substations, and simultaneous anomaly detection for multiple
substations. Potential scenarios of simultaneous intrusions into the
substations have been simulated using a substation automation
testbed. The host-based anomaly detection considers temporal
anomalies in the substation facilities, e.g., user-interfaces, Intelli-
gent Electronic Devices (IEDs) and circuit breakers. The malicious
behaviors of substation automation based on multicast messages,
e.g., Generic Object Oriented Substation Event (GOOSE) and
Sampled Measured Value (SMV), are incorporated in the proposed
network-based anomaly detection. The proposed simultaneous
intrusion detection method is able to identify the same type of
attacks at multiple substations and their locations. The result is a
new integrated tool for detection and mitigation of cyber intrusions
at a single substation or multiple substations of a power grid.

Index Terms—Anomaly detection, cyber security of substations,
GOOSE anomaly detection, SMV anomaly detection and intrusion
detection.

I. INTRODUCTION

SMART GRID IS an enhanced power grid that generates,

transmits, and uses electricity with the support of informa-
tion and communications technology (ICT) for advanced remote
control and automation [1], [2]. A smart grid has the potential to
benefit power systems and customers, such as improved relia-
bility, efficiency and reduced costs. For example, with advanced
automation technology, a power grid can identify and isolate
the faulted area(s) and restore unaffected areas by self-healing
technologies [3]. Smart meters allow data acquisition from the
customers to be conducted frequently and enable customer par-
ticipation through various demand side response mechanisms
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[4]. Automation of the power grid includes substation and distri-
bution automation. The subject of smart substations is a critical
issue for the smart grid as it plays an important role in advanced
monitoring and control of the power grids. The substation is
installed with critical devices and communication networks such
as IEDs, transformers, distribution feeders, circuit breakers, and
communication systems. A smart substation enhances reliability
and efficiency of operation, monitoring, control and protec-
tion [2].

Cyber security of substations has been recognized as a crit-
ical issue [5]. For example, well organized simultaneous cyber
attacks to multiple substations can trigger a sequence of cas-
cading events, leading to a system blackout [6], [7]. Therefore,
an effective measure to address this issue is to prevent, detect,
and mitigate malicious activities at the substations. Anomaly
detection refers to the task of finding abnormal behaviors in
data networks; it is a concept widely adopted in computer net-
works [8]. The term Intrusion Detection System (IDS) is also
used for cyber security in a substation. The concept of the IDS
was proposed by [9]. It monitors user access logs, file access
logs, and system event logs to see if there is any anomaly in the
host system. The work of [10] provides a model of an IDS that
became a starting point of the recent IDSs. This model uses sta-
tistics for anomaly detection and an intrusion detection expert
system (IDES). Typical approaches to intrusion detection are
either network or host-based methods. A network-based IDS
(NIDS) collects packets from a communication network and
analyze network activities. References [11] and [12] propose
network-based anomaly detection systems. A host-based IDS
monitors a host system and generates alarms when anomalies
and malicious activities are observed. The authors of [13] and
[14] propose host-based anomaly detection. However, both
network- and host-based intrusion detection methods have their
own weaknesses. For example, host-based detection can fail to
detect multiple hosts or applications. Network-based detection,
on the other hand, can have a high rate of false alarms. In [15]
and [16], the authors propose an integrated (or hybrid) anomaly
detection system in order to compensate for the weakness of each
system. The work of [17] proposes an intrusion detection system
for IEC 61850 automated substations. A cyber-physical security
vulnerability index has been proposed [18]. Temporal event
construction based anomaly detection has been developed in the
authors’ previous work [ 19]. Reference [20] reports a framework
for cyber-physical security. A system-level security design for
power systems has been developed [21]. Cyber security tech-
nologies foranomaly detection ata substation are in an early stage
of development. Technologies to detect anomalies for substation
automation protocols are critically needed, such as GOOSE,
SMYV, and Manufacturing Message Specification (MMS).

Stuxnet, Duqu and Flame could be highly relevant cyber
attacks (malwares) that are aimed at critical power infrastruc-
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ture control systems [22]. Other cyber security concerns and
potential threats to the power infrastructures have been re-
ported by governments and other organizations, e.g., General
Accounting Office (GAO), NIST, or Interagency Reports Na-
tional Institute of Standards and Technology Interagency Re-
port (NISTIR) and Department of Energy (DOE) [23]-[25]. In
addition, substation automation standards existed before cyber
security became a major concern for power grid. As a re-
sult, full security measures have not been incorporated in the
open standards [26]. Multicast distribution techniques that are
used for GOOSE and SMV enable an efficient communication
mechanism; however, it also causes cyber security issues and
vulnerabilities, e.g., open group membership and open access
[27]. Due to the fast transmission time requirement (within
4 ms), most encryption techniques or other security measures
that increase transmission delays may not be practical for
GOOSE and SMV. Although the work of [26] proposes an
authentication method through a digital signature, the perfor-
mance test is yet to be performed. Current intrusion detection
or anomaly detection methods do not normally support sub-
station automation protocols, e.g., GOOSE and SMV; they
are more focused on cyber attacks through Distributed Denial
of Service attack (DDoS), and website and operating system
(OS). Cyber intrusions related to GOOSE and SMV can cause
serious damages. Intruder(s) can modify GOOSE control mes-
sages and trip circuit breakers in a substation. They can also
send fabricated (and improper) protection coordination mes-
sages to other substations. A SMV message attack can gen-
erate fabricated analog values to a control center, leading to
undesirable operations.

This paper is concerned with anomaly detection at a substa-
tion. An integrated method for host-based and network-based
anomaly detection schemes is proposed. The host-based
anomaly detection uses a systematic extraction technique
for intrusion footprints that can be used to identify credible
intrusion events within a substation, e.g., firewall, user-inter-
face, IEDs, and circuit breakers. The network-based anomaly
detection is focused on multicast messages in a substation
network; it also detects, in a real-time environment, anomalies
that demonstrate abnormal behaviors. The main contribution
of this paper is a new method for 1) an integrated anomaly
detection system for protection of IEC 61850 based substation
automation system, e.g., IEDs, user-interface and firewall,
and 2) a network-based anomaly detection algorithm that can
be used to detect malicious activities of IEC 61850 based
multicast protocols, e.g., GOOSE and SMV, across the substa-
tion network. Anomaly detection for multicast messages in a
substation automation network is a new field of research for
the power grids. In this research, a cyber security testbed has
been developed and used to validate the proposed anomaly
detection algorithms. Cyber intrusions are simulated using the
testbed including protective IEDs. The test results demonstrate
that proposed anomaly detection algorithms are effective for
the detection of simulated attacks.

In the remaining of this paper, Section II describes cyber
security vulnerabilities in a substation network. Section III
includes algorithms for host- and network-based anomaly
detection schemes. In Section IV, the network-based substa-
tion multicast messages are analyzed for anomaly detection.
Section V provides the test results of the proposed anomaly
detection system and the simultaneous intrusion detection at
multiple substations. The conclusions and recommendations
for future work are given in Section VI.
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II. CYBER SECURITY VULNERABILITY OF A SUBSTATION

A power substation may consist of various types of equip-
ment such as network devices, user-interface, server, global
positioning system (GPS), firewall, IEDs, and remote access
points. IEC 61850 based protocols are used by substation
automation facilities, e.g., GOOSE, SMV, and MMS. GOOSE
is used to send tripping signals from IEDs to circuit breakers.
Sampled measured voltage and current values (SMV) are sent
from a Merging Unit (MU) to an IED. Many devices are syn-
chronized by GPS. MMS is used for monitoring, control and
reporting between the user-interface and IEDs. Vulnerabilities
of the substation network and mitigation of cyber attacks are
critical subjects for anomaly detection. Remote access to a
substation network from corporate offices or locations external
to the substation is not uncommon for control and maintenance
purposes. Dial-up, Virtual Private Network (VPN), and wire-
less are available mechanisms between remote access points
and the substation Local Area Network (LAN) [28]. These
access points are potential sources of cyber vulnerabilities.
When remote access points have been compromised by an
intruder, malicious attacks to operate circuit breakers and/or to
access critical information, such as Substation Configuration
Description (SCD), can be launched. IEDs may have a web
server to allow remote configuration change and control. This
paper assumes that the remote access point is the main intrusion
point to the substations. An intruder may be able to access the
substation network after the firewall is compromised. (S)he
may capture, modify, and retransfer GOOSE packets and
operate circuit breakers in a substation. The attacker may also
send fabricated (and improper) GOOSE to other substations,
causing unauthorized breaker operations. The consequence
of a fabricated SV message attack can generate high current
values to a control center and it may lead to an undesirable
operation. After malicious activities or anomalies are detected
in a substation network using the proposed integrated anomaly
detection system, an intruder can be disconnected by collabo-
ration between the IDS and firewall in the substation network.
For a firewall, this can be achieved by dynamic rejection rules
or disconnecting open ports. The proposed IADS uses anomaly
and specification-based detection algorithms. Therefore, it is
not able to detect unknown or intelligent attacks that are not
defined in the algorithm. Periodic updates of the attack models
will be important.

As illustrated in Fig. 1, possible intrusions to the substation
communication network can originate from outside or inside a
substation network, e.g.,

— From outside a substation network: Intrusions can origi-
nate from remote access points (Al) or a control center
(A2) to the firewall and the substation communication net-
work (A3). Once an intruder can access the substation
communication network, (s)he can access other facilities
in the substation.

— From inside a substation network: Intrusions can enter
from the substation communication network (A3) or user-
interface (A4) and then gain access to other facilities in the
substation.

Here are examples on how an intrusion from inside and out-

side of a substation can be launched on a substation network:
Inside attack: if a USB is already infected by an attacker,
it may be used to install malware on the substation user-in-
terface. Then it may be used to open a predefined commu-
nication port or execute hacking tools.
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Fig. 1. Intrusion points in a substation automation system.

Outside attack: Remote access points may be used for
maintenance, control or operation. Once an intruder com-
promises the access points, the attack may be able to pass
the firewall and gain access to the substation ICT network.
Both inside and outside intrusions can be host-based or
network-based attacks. A critical host-based attack is to com-
promise the user-interface machine. The user-interface system
has the Human Machine Interface (HMI) and engineering tools
that allow an operator or engineer to control, monitor or modify
settings of the IEDs. A compromised user-interface can lead
to undesirable operations of circuit breakers and settings for
IEDs and transformer taps. Network-based intrusions can be
conducted through packet monitoring, modification and replay
attacks. Intruders can open circuit breakers by modifying
GOOSE, SMV, and MMS messages in a substation network.
Modification of Simple Network Time Protocol (SNTP) mes-
sages can disrupt time synchronization. Each of attacks may
cause severe damages.

III. ANOMALY DETECTION

Anomaly detection refers to finding patterns that indicate ab-
normal or unusual behaviors. It is a method for detection of
cyber security intrusions [8] that requires data analysis and cor-
relation of events.

As depicted in Fig. 2, intruders’ behaviors generate logs
across the substation-level networks, e.g., IEDs, firewall,
user interface, and communication networks. For instance,
the Stuxnet attack is based on: 1) intrusions, 2) changing the
file system, 3) modifications of target system settings, and
4) altering the target system status [22]. If intruders try to
compromise the substation targets, e.g., IEDs, networks, user
interface and firewall, their behaviors will leave footprints in
substation networks. Anomaly detection is performed based on
logs of intruders’ footprints.

A. Host-based Anomaly Detection

This section proposes a temporal anomaly detection method
for host-based anomaly detection which is a generalization
of the authors’ previous work [19]. Generalizations from the
authors’ prior work are: 1) this paper proposes an integrated
anomaly detection system, whereas [19] is concerned only
with host-based anomaly detection in a substation, 2) this
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Fig. 2. Intrusion detection in a substation.

paper proposes a more efficient algorithm for attack simi-
larity compared to the previous results, and 3) the generalized
method incorporates a comprehensive set of substation logs
and messages and extends the capability to scenarios involving
multiple substations. The main assumption of the temporal
anomaly detection for host-based anomaly detection is that the
engineering software and hardware are able to generate system
and security logs. For instance, if an intruder makes a wrong
password attempt to IED or the user-interface, this action
will generate a wrong password attempt flag. Similarly, if an
intruder tries to copy or change a file in the user-interface, it
will generate an unauthorized file change flag. The generalized
method incorporates a comprehensive set of substation logs
and messages and extends the capability to scenarios involving
multiple substations. Temporal anomaly is used for host-based
anomaly detection and can be determined from discrepancies
between event logs from different time periods. As shown
in Fig. 2, data logs at substation networks are used for the
host-based anomaly detection algorithm.

The anomaly between two different time snapshots can be
determined by a metric. The proposed technique is explained
through an example. In Table I, the event log matrix £} with
a dimension of 7 by 4, contains 7 rows of anomaly indicators
at the same substation for 7 consecutive time instants. Each of
the 4 columns represents a specific type of host-based anomaly
indicator, i.e., 1)* (intrusion attempt on user interface or IED),
¢¢f (change of the file system), 1/* (change of IED critical set-
tings), and ¥° (change of status of breakers/switches or trans-
former taps), respectively. If a specific type of anomaly is de-
tected at time ¢, the value of the corresponding element in ma-
trix £ will be changed from 0 (no anomaly) to 1 (anomaly). De-
tection of temporal anomalies is performed by comparing con-
secutive row vectors representing a sequence of time instants.
The host-based ADS module imports the system and security
logs from the user-interface, IEDs and firewalls at a predefined
time. In this paper, the predefined polling time of system and
security logs data is 10 seconds. An example of {2 matrix de-
scribes a temporal anomaly detection for a sequence of 7 time
instances of a substation A and B, and the time difference from
t1 to fo in £} matrix is 10 seconds. After subscribing to the logs,
a data convertor module will change all temporal logs to binary
values as shown in Table I (substation A) and Table II. For ex-
ample, Table I (substation A) has the converted binary values
from Table II. A detailed explanation is given in the following:
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TABLE I
AN EXAMPLE OF TEMPORAL ANOMALY DETECTION IN SUBSTATIONS

Substation A Substation B
&0 0 0 0 0 0 0 0
&1 0 0 0 t2l]1 0 0 ©
(1 1 0 0 1 1 0 0
Q=t]1 1 0 0 Q =tf1 100
(1 1 0 0 51 1 0 1
1 1 1 1 1 1 1 1
11 1 5l o101 1
TABLE I
SYSTEM LOGS OF A SUBSTATION A
Substation A
0. Date Time Contents Issue
45 | 15.09.2013 | 10:28:33,560 IED 1 Wrong password
attempt
46 | 15002013 | 10:35:43,159 | User-interface |  Unauthorized
file change
47 | 15.09.2013 | 11:02:04,368 IED 2 Unauthorized
setting change
48 | 15.092013 | 11:03:14.270 | Transformer 1 | Unauthorized
tap change

— At 10:20:000, there is no anomaly so ¢ is [0 0 0 0].

— At 10:30:000, ADS detects a wrong password attempt to
IED 1 so 2 is [1 0 0 0].

— At 10:40:000, ADS detects an unauthorized file change to
the user-interface so 3 is [1 1 0 0].

— At 10:50:000, there is no change so ¢4 is [1 1 0 0].

— At 11:00:000, there is no change so ¢; is [1 1 0 0].

— At 11:10:000, ADS detects two anomalies, unauthorized
setting change to IED 2 and unauthorized tap change to
transformer 1 so #g is [1 1 1 1].

— At 11:20:000, there is no change sot7is [1 1 1 1].

An example of {2 matrix describes a temporal anomaly detection
for a sequence of 7 time instances of a substation A as shown in
Table I.

An assumption of temporal anomaly detection for host-based
anomaly detection is that the engineering software and hardware
are able to generate system and security logs. For instance, if an
intruder makes a wrong password attempt to IED or the user-in-
terface, this action will generate a wrong password attempt flag.
In the same manner, if an intruder tried to copy or change a file
in the user-interface, it will generate an unauthorized file change
flag. Some products have this log generating function but not all.
If a specific type of anomaly is detected at time 7, the value of the
corresponding element in matrix €2 will be changed from 0 (no
anomaly) to 1 (anomaly). The binary number 1 (anomaly) will
be kept until the operator resolves the issue and resets the inte-
grated anomaly detection system. After resetting, all elements
in matrix € will be set to zero (no anomaly). The main reason
to use binary values for temporal anomaly detection is to min-
imize the calculation time for simultaneous anomaly detection
at multiple substations.

If a discrepancy exists between two different periods (rows),
the vulnerability index V,{ is a number between 0 and 1. A value
of 0 implies no discrepancy whereas 1 indicates the maximal
discrepancy. A scalar index for temporal anomaly at time £ = #;
is defined as

Ve, = o Qs — Qv Cim16 O
n

IEEE TRANSACTIONS ON SMART GRID, VOL. 5, NO. 4, JULY 2014

where 7 is the total number of anomaly indicators (n = 4 for
this example). Based on (1) one can obtain a vector for tem-
poral anomaly that provides irregularities of events during the
selected time period, ¢ = ¢1,. .., t7, from  matrix, i.e.,

Vi = (0.25,0.25,0,0,0.5,0). ()

The first element of (2) is the value from the calculation based
on first and second row of €2 in Table I, similarly for other el-
ements. The anomaly of this substation is determined by the
vector VL If V2 is a zero vector, then there is no anomaly event
on this substation. Otherwise, the substation will be included in
the credible list to be evaluated further.

The proposed temporal anomaly detection is extended to
detect simultaneous anomaly detection among multiple sub-
stations. The simultaneous anomaly detection is achieved in 3
steps, i.e., 1) Find the total number of types of attacks, 2) Find
the same attack groups, and 3) Calculate the similarity between
attacks in the same group. The total number of types of attack
can be calculated by

”—*/‘J)!_'—l’ 3)

u n!
Total number of types of attack= Z AT
k=1

where n is the total number of anomaly indicators. Eq. (3) is
based on binomial coefficients. The total number of types of at-
tacks for the specific example above is 15 since it has 4 anomaly
indicators (number of columns). Let the event log matrix £’ be
an indicator for a different substation, as shown in Table I. In
comparison with €2, it is assumed that the £’ matrix has iden-
tical values except for the Sth row which is [1, 1, 0, 1]. Then
the attack patterns of €} and €' are considered to be the same
since they eventually have the same values in the last row, i.e.,
[1, 1, 1, 1]. It indicates that substations € and Q" are under a si-
multaneous attack but the attack sequences are different. Once
the same type of attack groups is found as described above, the
similarity between attacks can be calculated by

T 1 /
dim1 Z;:l Q(ivj)_ﬂ('i,:i)
Ty ’

Attack Similarity=1-— 4)

where x and y are total number of rows and columns of matrix,
respectively (x = 7 and y = 4 for this example). Attack sim-
ilarity value of 0 indicates no overlap and a value 1 indicates
a complete overlap. Therefore, by (4), the similarity index be-
tween substation £ and Q' is 0.9643.

B. Network-Based Anomaly Detection

The proposed method also provides a network-based
anomaly detection algorithm for multicast messages in the
substation automation network. The multicast messages are
based on IEC 61850 standard, e.g., GOOSE and SMV. The
proposed Substation Multicast Message Anomaly Detection
(SMMAD) model in Fig. 3 is divided into 3 process mod-
ules, i.e., packet filtering, anomaly detection, and evaluation.
The packet filtering module consists of functions to identify
GOOSE and SMV messages. The filter will only allow passing
for GOOSE and SMV messages so the burden of processing
can be reduced and the system performance will increase. The
anomaly detection module is used to find violations based
on predefined rules. The evaluation module will decide if the
detected anomaly status is “abnormal” or “attack.” Details will
be explained in the next section.
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Fig. 3. SMMAD modeling for ADS.

IV. SUBSTATION MULTICAST MESSAGE ANOMALY DETECTION

A. Multicast Messages in IEC 61850

Multicast messages in IEC 61850, e.g., GOOSE and SMV,
are different from other protocols used in substation automa-
tion because they use three layers in Open Systems Interconnec-
tion (OSI) model stack, i.e., physical, data link, and application
layer, in a real-time requirement. The multicast scheme uses the
Media Access Control (MAC) address [29]. The GOOSE ser-
vice uses a re-transmission scheme to enhance the communi-
cation speed and reliability, i.e., the same GOOSE message is
re-transmitted at different time intervals but no response is sent
from the receiver. The sequence number of GOOSE messages
will be increased for each transmission and the state number will
increase when the data status is changed. The sequence number
will be set to 0 when the state number is changed. However, the
specific time of re-transmission (interval) is not defined in the
IEC 61850 standard so different vendors’ GOOSE re-transmis-
sion times may vary [30].

SMYV of voltage and current messages are published from the
Merging Unit and subscribed by IEDs. The resolution amplitude
of the Merging Unit in this project is 16 bits so it will send
960 SMV voltages and currents to IEDs in a second [31]. The
message counter is incremented each time when a new sampled
packet is published.

B. Detection Method

Unwanted multicast message packets can be identified by
rules that match known signatures. Therefore, anomalies which
match the predefined rules can be detected by the ADS. Each
rule has been defined based on the IEC 61850 standard. First,
an “anomaly” state has been identified as a result of violation
of predefined rules. Second, an “attack” state is identified if the
detected anomaly will adversely affect proper functioning of the
substation control and measurement, e.g., open circuit breaker
and change of voltage and current values. A binary status is used
as indicators of the status, i.e., “0” means no anomaly and “1”
indicates that an anomaly is detected.

Port mirroring is a function to copy all packets from port(s) to
the specific port in order to monitor and analyze packets. Gen-
eral network-based ADS will need port mirroring to capture all
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communication packets in the network [17]. Note that the pro-
posed ADS is able to capture the GOOSE and SMV without the
port mirroring function as it is focused on multicast messages
and not other packets.

C. Main Framework

After calculating the violation detection indicators in GOOSE
and SMV anomaly detection modules, the anomaly detection
module will determine if there is an anomaly using the rules in
Appendix I. As shown in Appendix I, Line 7 is used for GOOSE
anomaly detection, i.e., any detected anomaly in threshold vio-
lation ', sequence and state number violation 35, GOOSE
time violation v¥,, and GOOSE data violation 6§ will change
GOOSE network-based anomaly indicator /¢ from false to
true. On the other hand, Line 12 is developed for SMV anomaly
detection, i.e., any detected anomaly in SMV threshold violation
E%};, counter number violation 82Y, and SMV data violation
1Y will set the SMV network-based anomaly indicator v
from false to true.

After the anomaly detection task is completed, a network-
based substation vulnerability index V. is defined as follows:

1, If¢p% = true
VES = 01, 1¢S5 = true %)
0, otherwise,

where 1/ is the GOOSE network-based anomaly indicator and
¥V is the SMV network-based anomaly indicator. A result of
V&S = lindicates the existence ofanintrusion based on GOOSE
and SMV messages whereas V%% = 0 indicates that there is no
evidence of a multicast message based cyber intrusion.

The proposed SMMAD examines all GOOSE and SMV
packets in the substation network, and then checks if there is a
security violation, as shown in Appendix I. SMMAD has two
phases: initialization and detection. Line 1 represents the initial-
ization of the examination process. Line 2 captures all packets in
asubstation network. Lines 3 and 10 are to check whether thisis a
GOOSE or SMV message. Line 4 and 11 are used to analyze the
captured packets. Lines 5 and 6 create anomaly detection threads
ifthere is more than one type of GOOSE messages. Lines 7and 12
areused to check ifthere is a security violation. Finally, Lines 8,9
and 13, 14 show whether there is an intrusion.

D. GOOSE Anomaly Detection

The threshold of GOOSE packets G4, can be calculated by the
pre-defined re-transmission rule. The proposed ADS can filter
the GOOSE packets by checking recommended MAC address
from 01-0C-CD-01-00-00. Then the count of GOOSE packet is
maintained, and details of this packet are saved. When the cap-
tured number of GOOSE packets G, within predefined time
G, is greater than the predefined threshold for GOOSE packets
G4, within Ggl or there is no captured GOOSE packet within
G, ,ananomaly is deemed to be occurring and details are written
to the log file. This process can also detect a GOOSE based de-
nial-of-service (DoS) attack. Hence, the GOOSE violation indi-
cator (GVI) &g, is changed from O to 1. Line 1 in Appendix I is
used for the detection of threshold violation oS, .

The state number of GOOSE messages G's; will change and
the sequence number of GOOSE G5, will be set to 0 when the
GOOSE state is changed. The sequence number of GOOSE
will increase when GOOSE is published. Hence, if a captured
GOOSE message’s sequence number is not set to zero after the
state is changed or sequence number is not matched as asequence,
it will detect the anomalies that are suspicious as attacker(s)’s
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packet modification or injection to the substation network. The

GVI 8¢ will be changed from 0 to 1. Line 2 in Appendix IT is for
the GOOSE sequence and state number violation 35 detection.

In general, the GOOSE clients and servers are synchronized
within a few microseconds for the critical protection and control
functions. The time stamp will be implemented in the GOOSE
packet by the sender. So anomaly will be detected when the
generated time stamp GEJFB is greater than the receiver’s time
GZ.. The recommended GOOSE transfer time GZ, is defined
in the IEC 62351-1 standard, which is 4 ms. If the difference
between the generated time and received time is greater than
the transfer time, it will be considered an anomaly. The GVI
~&. will be changed from 0 to 1. Line 3 in Appendix II is for the
GOOSE time violation 7<; detection.

When the GOOSE indicator that contains the binary control
value is changed from false to true or vice versa, the state
number of GOOSE will be changed to the next number and
the sequence number will be set to 0. Therefore, if there is any
violation of this rule, the GVI §§ will be changed from 0 to 1.
Line 4 in Appendrx II is to perform the detection of GOOSE
data violation 65 .

E. Sampled Measured Values Message Anomaly Detection

The threshold for SMV packets .Sy, depends on the sampling
rate. The proposed ADS will capture the SMV message by
checking MAC address which starts from 01-0C-CD-04-00-00.
Then it will count the number of SMV every second, and save
the detailed information. When the captured number of SMV
packets S, within predefined time S, is greater than the pre-
defined threshold for SMV packets Sy, within Sgt or there is no
captured SMYV packet within S}, , an anomaly is deemed to be oc-
curring and details are written to the log file. This can also detecta
SMV based denial-of-service attack. A SMV violation indicator
(SVI) &5} will be changed from 0 to 1. Line 5 in Appendix II is
used to perform the detection of SMV Threshold violation £ B

For the counter number violation detection, “SmpCnt” is a
SMYV protocol attribute and its attribute type is INT16U. This
value will be incremented each time SMV is published. The
count will be set to zero when sampling is synchronized by a
clock signal [29]. The SMV message counter S,,,. corresponds
to SmpCnt so it will also increase after each transmission. If the
SMV message counter is not increased or equal to the previous
count when sampling is not synchronized, the SVI 65" will be
changed from 0 to 1. Line 6 in Appendix II is used to carry out
the counter number violation #3" detection.

Each group of SMV message has its own identification S;q4
and name of dataset Sy, [29]. They will not change unless the
configuration of the Merging Unit is changed. Therefore the pro-
posed algorithm will detect the anomalies when there is a mod-
ification of the name of identification and dataset, and they still
contain the same source and destination MAC address. Then,
the SVI 125" will be changed from 0 to 1. Line 7 in Appendix IT
is to detect the SMV data violation y3" .

V. SIMULATION RESULTS

A testbed is developed at WSU to perform different types of
cyber intrusions and analyze the effectiveness of the proposed
detection and mitigation techniques in a realistic substation en-
vironment. Government agencies and other organizations have
been using various testbeds for cyber security testing [32]-[34].
In this paper, several types of cyber attacks have been generated
for validation of the proposed anomaly detection algorithms,
e.g., replay, packet modification, injection, generation and DoS
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TABLE III

CONSEQUENCE OF GOOSE BASED MALICIOUS BEHAVIOURS WITHOUT
ANOMALY DETECTION SYSTEM

Action Result
Disconnect Ethernet cable from IED Lost availability of IED
Send normal control Open CB
Replay attack Open CB

Modify sequence & state number

Warning occurred at CB

Modify transferred time

Warning occurred at CB

Modify GOOSE control data Open CB
Denial of Service attack Lost availability of CB
Generate GOOSE control data Open CB

TABLE IV

CONSEQUENCE OF SMV BASED MALICIOUS BEHAVIOURS WITHOUT ANOMALY
DETECTION SYSTEM

Action Result
Disconnect Ethernet cable from MU Lost availability of MU
Increase measured values Open CB
Replay attack Open CB
Modity counter number Warning occurred at [IED
Modify SMV dataset Warning occurred at IED
Denial of Service attack Lost availability of IED
Generate SMV data Open CB
""" o
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Fig. 4. Attack tree for the substations.
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Fig. 5. WSU cyber security testbed for the substation.

using the testbed. The results of the simulated attacks are shown

in Tables III and IV and Fig. 5.

Fig. 4 shows a portion of the attack tree for the substations
that have been used in Case study I, I, and III. For instance, the
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goal of group B-1/W1 is to open a circuit breaker. The precon-
ditions of this attack are: an attacker can open a circuit breaker
via IED, the control center user interface, and substation user
interface. The goal of this attack is achieved with two AND con-
ditions, i.e., 1) find target CB, and 2) open target CB, as shown
in Fig. 4. Find target has four OR conditions: 1) send a GOOSE
message to CB using IED, 2) use control center user interface,
3) use substation user interface, and 4) modify the protection
setting (to low value) of IED. The post condition of this attack
is that the attacker will open target CB. It is shown that some
intrusions are able to execute a switching action on the circuit
breaker. The C language based source code library was used for
the proposed integrated ADS. The proposed anomaly detection
algorithms are implemented in the C language. C++ has been
used for ADS HMI in order to test the real-time anomaly detec-
tion and alarms to the substation operator. The circuit breaker
is designed to subscribe GOOSE messages generated from the
IEDs. IED A is designed to subscribe to SMV messages that
are from the Merging Unit. Free available software tools are
used for all intrusion processes, e.g., Wireshark, Colasoft Packet
Builder, Nmap, etc.

The simulation results include 3 Study Cases. Case I shows
the GOOSE cyber intrusions and detection on the substa-
tion communication network. Both single and simultaneous
attacks are considered. The results demonstrate that the pro-
posed method detects all intrusions and triggers the appropriate
alarms. Case II is a simulation of SMV intrusions and detection.
SMV packets are captured and retransferred to the substation
network after they are falsified to include high current and
voltage values. The results showed that the proposed anomaly
detection can detect simulated intrusions and then trigger the
alarms. Case III is concerned with simultaneous anomaly de-
tection at multiple substations. Cyber intrusions are generated
by attacker(s) and detected by the ADS up to 2000 substations.
The results show that proposed algorithm is faster than others.

A. Case Study I: GOOSE Anomaly Detection

As shown in Table V, the threshold of GOOSE messages G4,
has been set to 12, including a margin of error of 20%, since the
peak number of GOOSE messages when normal control was
issued is 10. The GOOSE anomaly detection results are given
in Table V.

B. Case Study II: SMV Anomaly Detection

Table VI shows that the threshold of SMV messages Sy, has
been set to 1178, including a margin of error of 20%, since the
peak number of SMV messages when normal control was issued
is 982.

Once ADS detects an anomaly in a substation network, it will
trigger an alarm and send a message to operators. Also ADS will
send a disconnect control command to the firewall and block the
intruder’s connection as a mitigation action.

C. Case Study III: Multiple Substations

An anomaly detection system is intended to find malicious
behaviors quickly so that system operators can disconnect the
intruder(s) from the network and take other mitigation actions. If
there are simultaneous intrusions from multiple attackers, how-
ever, it is difficult to mitigate the situation since different types
of intrusions will require corresponding countermeasures. The
ability to find the same type of attacks and their locations will
reduce the mitigation time and effort. The total number of types
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TABLE V
GOOSE ANOMALY DETECTION TEST RESULTS

TS| ot er | comrol | Ehemetale | Deteeed Alet
case i e issued from [ED anomalies issued
Tl 12 No No - No
T2 12 Yes No - No
T3 12 No No L Yes
T4 12 No No Yes
TS 12 No No Yes
T6 12 No No Yes
T7 12 No No .o Yes
T8 12 No No Yes
T9 12 No Yes Yes
T10 12 No No A Yes
- The peak number of normal GOOSE message when control was issued: 10 (per second)
- Number of normal GOOSE message: 1 (per second)

— T1, normal status: There was no alarm under a normal operating
condition.

— T2, normal control issued: There was no alarm when normal control
was issued to IED.

— T3, replay attack (20 packets/s): The normal control GOOSE packet
was captured from T2 and retransferred to the substation network by
the attacker without any modification.

— T4, sequence and state number modification attack (5 packets/s):
Change sequence and state number of GOOSE packets and then transfer
to substation network by the attacker.

— T5, transferred time modification attack (5 packets/s): Change time
stamp of GOOSE packets and then transfer to substation network by
the attacker.

— T6, GOOSE control data modification attack (5 packets/s): Change
control data of GOOSE packets and then transfer to the substation
network by the attacker.

— T7, Denial of Service attack (2000 packets/s): Execute GOOSE based
DoS attack by the attacker.

— T8, generating GOOSE control data attack (5 packets/s): Generate
GOOSE control messages and publish to the substation network by
the attacker.

— T9, disconnect Ethernet cable: Disconnect Ethernet cable from IED by
the attacker so there was no GOOSE message in the substation network.

— T10, simultaneous attack: Change sequence, state number, time stamp,
and control data of GOOSE packets and then transfer to substation
network by the attacker.

of attack is 57 since the proposed ADS has 6 anomaly indica-
tors [4 of host-based anomaly indicators from Section III-A and
2 of network-based anomaly indicators from (5)] as shown in
Tables VII and VIII. Tables VII and VIII also report sample
ADS logs of substations 1 and 2, respectively, where 0 indicates
no anomaly and 1 indicates a detected anomaly. Table VII in-
cludes logs indicating an intrusion into substation 1, leading to
a change of settings and GOOSE attack. This attack is shown
to start from intrusion attempts ¢)* at 5. Then logs indicate an
unauthorized change of settings ¢)°° for a protective device at
ts. This type of attacks may happen when attackers know the
password for the IED configuration tool. The intruder also at-
tempts the GOOSE based attack at £4. Table VIII provides logs
from the ADS in substation 2. It shows the same attack as the
one at substation 1 since the attack pattern of substation 1 is [1,
0, 1,0, 1, 0] and substation 2 also has [1, 0, 1, 0, 1, 0] at £7 but
the attack time is different. Therefore, by (4), the attack simi-
larity index between substations 1 and 2 is 0.9048.
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TABLE VI

SMV ANOMALY DETECTION TEST RESULTS

Test Set packet threshold Disconnect Ethernet Detected Alert
case Stn (per 1 sec) cable from MU anomalies issued
T11 1178 No No
T12 1178 No e, O3V Yes
TI3 1178 No 05Y Yes
T14 1178 No usv Yes
T15 1178 No efn, 05Y Yes
T16 1178 No et 05 Yes
T17 1178 Yes & Yes
ESI/ 951/
T18 1178 No ™ S Yes
Ha
- The peak number of SMV message: 982 (per second)

— T11, normal status: There was no alarm under a normal operating

condition.
— T12, replay attack (200 packets/s): The normal SMV packet was
captured and retransferred to the substation network without

modification by the attacker.

— T13, counter number modification attack (20 packets/s): Change the
counter number of SMV packets and then transfer to substation network

by the attacker.
— T14, SMV dataset modification attack (20 packets/s): Change the

dataset of SMV packets and then transfer to the substation network

by the attacker.

— T15, Denial of Service attack (2000 packets/s): Execute SMV based

DosS attack by the attacker.
— T16, generating SMV data attack (100 packets/s): Generate SMV

messages that contain high current and voltage values, and publish to

the substation network by the attacker.

— T17, disconnect Ethernet cable: Disconnect Ethernet cable from MU by
the attacker so there was no SMV message in the substation network.

— T18, simultaneous attack: Change the counter number and dataset of
SMYV packets and then transfer to the substation network by the attacker.

TABLE VII

DETECTED ANOMALY LOG SUBSTATION 1

: Host-based Network-based
Time wa lllfs 1pcs ll)o wG wSV
tq 0 0 0 0 0 0
ty 1 0 0 0 0 0
ts 1 0 1 0 0 0
ty 1 0 1 0 1 0
ts 1 0 1 0 1 0
te 1 0 1 0 1 0
ty 1 0 1 0 1 0
TABLE VIII
DETECTED ANOMALY LOG SUBSTATION 2
i Host-based Network-based
Time
wa 11) s wcs l/)o .(IJG lpSV
t; 0 0 0 0 0 0
t, 0 0 0 0 0 0
ts 0 0 0 0 0 0
ty 1 0 0 0 1 0
ts 1 0 1 0 1 0
te 1 0 1 0 1 0
t; 1 0 1 0 1 0
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Fig. 6. Comparison of similarity coefficient algorithms.

The simulation steps are explained as follows. First, dif-
ferent types of attacks are randomly generated from multiple
attackers. Second, all anomalies are captured and detected by
the proposed ADS, and then the ADS generates logs at each
substation. Third, simultaneous intrusion detection has been
performed using generated logs. The proposed methodology for
simultaneous anomaly detection at multiple substations is vali-
dated using the simulated data shown in Fig. 6. The proposed
simultaneous anomaly detection method is able to identify the
same type of attacks and its similarity within 0.18 seconds
among 2000 substations. It also shows that the computational
performance of the proposed host-based anomaly detection
algorithm is faster than the previous algorithm developed by the
authors that uses Pearson’s Similarity and the other similarity
coefficient algorithms [35].

D. ADS Evaluation

The false positive ratio (FPR) is defined as the number of
misclassified normal packets divided by the total number of
normal packets. The false negative ratio (FNR) is defined as the
number of misclassified abnormal packets divided by the total
number of abnormal packets. The FPR and FNR of the proposed
host-based anomaly detection system depend on the accuracy of
the event log matrix €2 generated from the substation logs. They
are 0.00013 and 0.0002, respectively. FPR and FNR of the pro-
posed network-based anomaly detection system depend on the
number of packets per second. This is due to the fact that ADS
may lose packets when the number of packets exceeds 2000 per
second. FPR and FNR are 0.00013 and 0.00016 for the case of
2100 packets, respectively. In order to compare the performance
of the proposed network-based anomaly detection, a rule-based
detection system using Tshark is used [36]. TShark is a network
protocol analyzer. It allows users to capture packet data from a
live network, or read packets from a previously saved capture
file, either printing in a decoded form to the standard output or
writing the packets to a file [37]. The resulting FPR and FNR
of the rule-based detection system is 0.00142 and 0.0019, re-
spectively. Therefore the proposed network-based anomaly de-
tection shows a higher performance.

VI. CONCLUSION

This paper provides an integrated anomaly detection system
which contains host- and network-based anomaly detection for a
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single substation, and simultaneous anomaly detection for mul-
tiple substations. The host-based ADS uses logs that are ex-
tracted from malicious footprints of intrusion-based steps across
substation facilities. The network-based ADS can detect mali-
cious behaviors that are related to multicast messages in the sub-
station network. The proposed simultaneous intrusion detection
method is able to find the same type of attacks on multiple sub-
stations and their locations. The methods have been validated by
testing with realistic intrusion scenarios using the testbed, e.g.,
replay, modification, man-in-the-middle, generation, and DoS.
In order to enhance the detection rate, substation systems need
to generate more system and security logs since the proposed
host-based anomaly detection depends on the generated logs.
The network-based anomaly detection algorithm should be up-
dated periodically since it is not able to detect unknown attacks
that are not defined in the algorithm. In future work, it will be
useful to include other substation automation communication
protocols, e.g., MMS, SNTP, DNP, Modbus, and IEC 60870-5
based anomalies.

APPENDIX 1

SMMAD Algorithm

1. % 5V VG = 0; // Initialize

2. capture Clx¢; // Capture all packets in the substation
network

3. if (Cpre is IEC GOOSE);
4. Gep = [Gst, Gsq, GL., GL]; /] Parse packet

5. if (ch [Gsmv de] 7& chfl[Gsnu G(lm]); // Find
different GOOSE

6. make Gyt new; // Create new anomaly detection
thread

7. oz%,, Y ﬁg \ fy% \Y bdc — ¢%; // Calculate GOOSE
intrusion

8. if (Y% = true), set V&9 = 1; // Detect GOOSE
intrusion

9. else set V.¥% = 0; // No intrusion

10. elseif (Cp: is IEC SMV);

11. Sep = [Smes Sass Sidy Ssms Sam]; // Parse packet

12. e3Y veSY v uiV — ¢V // Calculate SMV intrusion

13, if (Y = true), set V.¢° = 1; // Detect SMV
intrusion

14. else set V.¥% = 0; // No intrusion
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TABLE IX
RECOMMENDED ADDRESS RANGE ASSIGNMENTS
Service Starting address Ending address
(hexadecimal) (hexadecimal)
GOOSE 01-0C-CD-01-00-00 01-0C-CD-01-01-FF
SMV 01-0C-CD-04-00-00 01-0C-CD-04-01-FF

The ADS can create anomaly detection threads if there is
more than one type of GOOSE messages by checking the
MAC address. For instance, the first GOOSE MAC address is
01-0C-CD-01-00-01 and, if there is another GOOSE packet
that has a MAC address 01-0C-CD-01-00-02, ADS will create
a new anomaly detection thread. The proposed ADS can
handle up to two different types of GOOSE messages. If a
captured packet is a GOOSE, ADS will analyze the captured
packets. Then ADS detects malicious activities and abnormal
behaviors that match predefined security rules described in
Section IV-D. Finally ADS shows to the operator whether there
is a GOOSE related intrusion or an anomaly. The creation of
the new detecting thread is not applicable for SMV detection
at this moment since ADS cannot handle too much data. The
resolution (bits) amplitude of SV for protection and control
is defined in IEC 61850-5, e.g., 8 bits (P1 class), 16 bits (P2
class), and 32 bits (P3 class). For example, SMV used in this
research publishes approximately 960 packets in a second
(using 16 bits). In the same manner, if a captured packet is a
SMV, ADS will analyze the captured packets. Then ADS will
detect malicious activities and abnormal behaviors that match
predefined security rules described in Section IV-E. Finally,
ADS provides an indication to the operator whether there is a
SMV related intrusion or an anomaly.

APPENDIX II

15. return V.55,

The GOOSE and SMV messages have its own recommended
MAC address as defined in IEC 61850-8-1 standard. The first
three octets are assigned by IEEE with 01-0C-CD. Then fourth
octet shall be 01 for GOOSE and 04 for multicast sampled
values. The last two octets shall be used as individual addresses
assigned by the range defined in Table IX.

Therefore, the proposed ADS filters the GOOSE and SMV
packets by checking the recommended MAC addresses,
01-0C-CD-01-00-00 and 01-0C-CD-04-00-00, respectively.

GOOSE and SMV Violation Indicators

1.0, [(Gmax within GT,, > G, within GT,) v
(Genp = 0 within G7})].

2,08 : [(Gyy 2 Gago1) A (Got < Gor))VI(Gay <
Gug-1) A (Gur 2 Gupo1))-

4~5§ : (GCP # Gﬂpfl)/\[(qu < qufl)/\(Gst < Ge)]

5. s%}f : (LTS'mM within StTh > Senp Within S;‘z) V (Senp =0
within S;,).

6. 05V : (Sme < Sme_1) when (Sy; = Sy 1 = False).

7. ,ngv : [(Ssm, = Ssm,fl) vV (Sdm, = Sdm,fl)]/\[(sds 7&
Sas-1) V (Sia # Sia-1)].

Examples are provided on how the proposed host- and net-
work-based anomaly detection system can find the GOOSE and
SMV related anomalies and intrusions.

Example I: An intruder gains access to the substation network
via VPN. (S)he scans all IP address and opens ports using a scan-
ning tool. After the information of protection IED is found, (s)he
captures GOOSE packets of the target IED. Then the intruder
modifies control data of GOOSE messages and retransfers to the
substation network. Now ADS will detect the modified GOOSE
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TABLE X
AN EXAMPLE OF NORMAL GOOSE OPERATION AND ANOMALY IN A SUBSTATION

Normal operation Anomaly
Time | e | namber | D48 | namber | momper | D28
1 3 145 False 3 145 False
2 3 146 False 3 146 False
3 4 0 True 3 146 True
4 4 1 True 3 146 True
5 4 2 True 3 146 True

message since the intruder fails to synchronize the sequence
number, state number, and time stamp of GOOSE.

Example II: An intruder gains access to the substation
network via a dial-up connection. (S)he has a communication
topology diagram and information. Intruder checks whether
MU is live. After the information of the merging unit is found,
(s)he captures SMV packets of the target merging unit. Then
the intruder modifies the measured current values of the SMV
message and retransfers to the substation network. Now ADS
will detect the modified SMV messages since the counter
number of injected SMV messages is not synchronized with
the original SMV messages.

Example III: The left column of Table X shows a normal op-
eration whereas the right column shows a GOOSE modification
attack. When there is an open circuit breaker control event be-
tween time 2 and time 3, the state number is changed from 3 to 4
and the sequence number is set to 0. Then the sequence number
is increased from 0 to 1, 1 to 2, etc. However, if an intruder
captures, modifies data and retransfers GOOSE messages to the
substation network, the state number and sequence number are
not changed even though GOOSE data have changed.

Example IV: Suppose that there is a SMV packet insertion to
the substation network using captured SMV packets. This action
will trigger the SMV threshold violation 37, if the total num-
bers of SMV packets (inserted packets + normal SMV packet)
are higher than the SMV threshold. This will trigger the counter
number violation #5Y since the inserted SMV packets will vi-
olate “SmpCnt” as explained in Section IV-E. This may also
trigger the data violation uﬁ\" if the intruder inserts packets after
modification of the SMV messages. It will show an alarm to
the operator, who can find more details from the alarm logs and
event logs.

APPENDIX III

NOMENCLATURE
Oc% N GOOSE threshold violation indicator.
BY GOOSE sequence and state number violation
indicator.
7%. GOOSE time violation indicator.

5(? GOOSE data violation indicator.

5591}1" SMYV threshold violation indicator.
g5V SMV counter number violation indicator.

/,5 \4 SMYV data violation indicator.

3!

n

Gom
Gam
Gt
Genp
Gst
Gy
Gin
ar

th

ge

GT

e

T
Gtr

ch
Sth

Senp
Sep
Sme
Sas
Sia

Ssm,
Sdm
Ssi

T
Lgt h
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Intrusion attempts upon user-interface or IEDs
host-based anomaly indicator (HAI).

Change of the file system HAI
Change of IED critical settings HAI.

Change of status on switches or transformer taps
HAL

GOOSE network-based anomaly indicator (NAI).
SMYV network-based anomaly indicator.

Predefined time for each anomaly detection
indicator.

Captured packets in a substation network.

Substation vulnerability index for host-based
anomaly.

Substation vulnerability index for network-based
anomaly.

GOOSE source MAC address.
GOOSE destination MAC address.
Anomaly detection thread for GOOSE.
Captured number of GOOSE packets.
State number of GOOSE packets.
Sequence number of GOOSE packets.

Predefined threshold for GOOSE packets
(depending on the re-transmission time).

Predefined time for GOOSE threshold violation
detection.

GOOSE packet, time at which it is generated.
GOOSE packet, time at which it is received.

GOOSE transfer time (4 ms, defined in [EC 62351-1
[26]).
Data of captured GOOSE packet.

Predefined threshold for Sampled Values packets
(depending on the sampling rate).

Captured number of Sampled Values packets.
Captured SMV packet.

SMV message counter.

Object reference of the data set (datSet).

Value of attributes MsvID of the MSVCB (smvID)
[29].

SMYV source MAC address.
SMYV destination MAC address.

SMV synchronization indicator ((rue =
synchronized by a clock signal,
false = not synchronized).

Predefined time for SMV threshold violation
detection.
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