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For example, the proliferation of “smart” devices has again preserved identity’s 
place at the forefront of the convenience/security debate. Virtual home 
assistants such as Amazon Alexa, as well as more comprehensive smart home 
technologies, are designed to integrate with other devices in the home, such 
as mobile devices, home computers, and even some utility meters and home 
appliances. Future iterations of these technologies could offer functionality to 
automate some (minor, at least in the beginning) decisions and related tasks, and 
these transactions will increasingly require access to the users’ online banking or 
other digital funds. By effectively removing the human from these transactions, 
transitive trust must carry the burden of identity and decision, and likely with little 
context and limited oversight by the not-present human, who will be the one to 
experience the pain when the system inevitably fails.
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The world financial system, to say nothing of its public participants and 
supporting industry, has a major stake in the ways in which we conceive now 
of this new, automated age. Fortunately, we have the benefit of history and the 
lessons learned through the evolution of “payment-not-present” practices and 
the technologies that enable then. As such, it is critical that we seriously strive 
to learn from those lessons, and ensure that, while we embrace the convenience 
and freedom that automation can provide, we are also doing everything possible 
to ensure the probable risks are accurately assessed and mitigated. We should 
continue to understand, invest in and improve identity’s role and effectiveness 
in all transactions, and also understand the gaps it leaves. To be ready for the 
“human-not-present” evolution, then, is to be present now, when such foresight  
and discipline will do the most good.
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