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Introduction
Though every organization wants to believe that all of their employees, interns, contractors, consultants, 
vendors, and partners are above reproach and all threats are external, the truth is somewhere in the 
middle. Sixty-nine percent of reported security incidents involved an insider.1 Only 16% of the insiders 
that were involved in a breach were administrators. Other threat 
actor groups included: 17% end users, 7% managers, 5% executives, 
and most interestingly, 10% of the threat actors were unknown,2 
meaning the infrastructure logging was so deficient in those cases 
that it was impossible for forensic investigators to determine the 
attack origin.

It is not only the malicious insider that should give pause. Thirty percent of insider data breaches 
are caused by human error—the impact of these types of breaches are often underreported. In cases 
of administrator-caused data breaches, 62% were determined to be human error.3 Research shows 
that there is an upward trend of suspicious activities that can be used as breach indicators including 
unauthorized accesses that lead to a data breach.4

Partners/third-party vendors accounted for less than 1% of the data breaches;5 however, when a breach 
involved one of these trusted groups, the average amount of data loss and the severity of the financial 
impact of the data breach were significantly higher.6 A disturbing trend that was identified in the report 
was that partner/third-party trust violations leading to a data breach more than doubled from the 
previous report. Unprivileged, business user accounts being used for data breaches also increased. This 
was most likely due to the fact that less privileged users are not as heavily monitored during normal 
activity as administrator accounts, thus making them a higher risk for data loss activities.

The Verizon DBIR14 report shows that not only is the risk to organizations real, but the threats can 
come from anywhere. The risk is not just to the company, but also to the employees. Most malware and 
non-insider attacks require the compromise and use of an internal identity to be successful in gathering 
data. Whether that compromise comes from the end user being duped into clicking on an infected link/
attachment or from an attacker gaining access to that user’s account to escalate his or her privileges, the 
malicious/criminal activity appears to have come from the trusted internal user leading to any number 
of negative outcomes from disciplinary action and termination, to civil and criminal prosecution of the 
innocent party.

It is extremely difficult to separate actual user activity from malware and attacker activity using 
traditional infrastructure monitoring. Getting fine-grained details of activities requires gathering data 
from multiple systems and relies on log data that doesn’t understand the user context. These issues, 
among others, greatly extend forensic investigation times, increase the associated costs and fail to 
mitigate the risks associated with user-based threats. 

Security and management organizations need a solution that independently creates and centrally 
manages all user activity to first gain visibility into the activities with full context awareness. That 
system also needs to be able to understand user behavior and identify what “bad” activities are to 
provide appropriate monitoring to protect both the company and the trusted insiders.
1  Verizon DBIR 2013 (VDBIR13)
2  ibid
3  ibid
4  2014 IBM/Ponemon Cost of Data Breach Report
5  Verizon DBIR 2014 (VDBIR14)
6   The 2014 Target Stores breach, not included in the VDBIR14 report, is the most recent and extreme representation of 

this. A small number of breaches with larger impacts raises the per breach costs.

Only 16% of the insiders that 
were involved in a breach 

were administrators.
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This paper discusses users, their motivations, and why the use of infrastructure monitoring and its 
traditional framework doesn’t return the desired results for the fast growing risk of user-based threats. 
Ultimately, it explains how security and management may achieve better user monitoring within their 
environment with less effort and higher efficacy thus reducing risk, compliance reporting burdens, and 
data loss.

Trusted Insiders and Their Role in Data Breaches
The trusted insider is anyone or anything that operates within the organization using an authorized 
identity. It is a general user classification that includes people, systems, and applications. The key aspect 
of the trusted insider is access to company assets, including confidential data.

Historically, organizations have been primarily focused on threats from administrative and other IT users 
with access to IT assets. These users have greater access across a broader range of IT assets. If these users 
do become malicious, the opportunity for damage/loss from a single event is high, so extra monitoring 
and concern is warranted. However, non-administrative users such as line of business personnel and 
third-party vendors are a greater risk than administrators for data breaches. There are several reasons 
for this. Though outside attackers love it when they can get administrative access, they often start with 
compromising a business-level account because those are less closely monitored. For compromising 
data, the principle of least privilege is often a good one to avoid being caught on the monitoring 
radar. If an attacker can compromise or create an account that has 
access to the targeted resource but does not have administrator level 
access, the odds of long-term success and residence in the target 
environment increase significantly. This is mainly because changes to 
administrator level accounts and administrator activities are generally 
closely monitored and raise alarms when changed. When evaluating 
the percentage of data breaches that resulted from an insider, 84% 
involved some trusted insider that did not have an administrative-
level identity.7

The Outsider
The outsider is any person, system, or application that does not work for the target organization. 
Though programmed by people, systems and applications can act as outsiders. A system or application 
that is outside the trusted network can be programmed for autonomous reconnaissance, unauthorized 
testing, and/or attack deployment. The outsider does not maintain any authorized login credentials 
for accessing resources—which is why the outsider often attempts to impersonate or emulate the 
trusted insider.

There are multiple classes of outsider including: thrill-seekers, cyber criminals, hacktivists or 
cyberterrorists, and state-sponsored hackers. Each has his/her own motivation, similar to the trusted 
insider. Thrill-seekers want their abilities to be recognized, and data loss or theft is merely a means 
to get that recognition. Cyber criminals are financially motivated. Hacktivists and cyberterrorists 
are similar to vengeful insiders; they have an ideological difference with the target. Lastly, the state-
sponsored attackers are motivated by a spirit of nationality or duty and are funded in some way by 
their government.
7  Extrapolated from VDBIR13 16% of breached involved an admin.

An attacker’s odds of 
avoiding detection prior to 
compromise dramatically 

increase if (s)he uses a non-
administrative level account.
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The Relationship between Outsiders and Trusted Insiders
It is important to note that outsiders who have a goal to gain persistent access to data, systems, or 
applications within an environment will either need to find an unwitting accomplice, compromise an 
account with the owners’ knowledge, or find a user that can be financially motivated. It is through one 
of these scenarios that the outsider becomes a trusted insider.

User-Based Threats: Identifying Activities and Intent
Research shows that only 29% of data breaches come from system glitches.8 This means 71% of 
incidents have to be investigated to determine intent and scope using infrastructure-based logging and 
costly forensic resources. This creates a largely reactive process for identifying who or what is driving 
a data breach impacting successful remediation and recovery at multiple levels. Without knowing the 
identity of the malicious user, investigators cannot determine the extent of the changes that were made. 
This means that restoration efforts cannot assuredly determine the scope of the data breach to resolve 
the infiltration.

With 71% of incidents needing investigation, security must change its approach to better identify 
and track activities by user. Users who act maliciously don’t generally perform a single malicious act 
in a vacuum with no indicators. They precipitate the malicious action(s) with other identifiable signs. 
These signs can be activities like exploration of systems and data stores they don’t normally operate in 
or performing uncharacteristic data collection/movement, operating outside of their normal access 
times and pathways or any number of other indicators. These patterns can be detected giving security 
warning that a user account may be compromised or the real owner is preparing for an activity that 
could be damaging to the company. If security can detect the precursor activities, they not only win the 
battle on the breach but they create huge cost avoidance from the investigation, clean-up and brand 
impacts, and any associated customer restoration.

Once security is alerted, preferably proactively, of suspicious activity the ability to see all of the users’ 
actions together can determine the threat actors’ intent and drive response intensity. Were the actions 
precise and sequential indicating malicious intent? Or, did the user hesitate or “stumble” through 
them indicating more that the result was an accident. Does the record show that the user was working 
at a console on a totally unrelated job function while activities were recorded elsewhere indicating a 
compromised identity? The intent of a trusted insider or indications of an outsider using a compromised 
identity are key issues. If the problem is an authorized user who is accident-prone, then investigation 
can be greatly reduced once the user is identified because there is no need to look for malware and 
other activities that would be part of a malicious user’s strategy. The accident-prone user may also come 
forward, further reducing investigation scope and time. The user intent also drives consequences. A user 
who made a mistake will most likely get a far less severe penalty than one who was acting maliciously. 
It is impossible for infrastructure monitoring to relay these types of information, which could convict 
a guilty user or completely exonerate an innocent one.

Where Infrastructure Logging Falls Short
Log collection and analysis is the typical solution security teams will 
look to for infrastructure monitoring. It is interesting to understand 
that logs were originally written by developers to debug applications 
and systems, not for security, and certainly not to understand user 
activity or behavior. Further, many applications lack sufficient activity 
and change logging to notify administrators of malicious actors.
8  2014 IBM/Ponemon Cost of Data Breach Report (CDBR14)

Logs were originally written by 
developers to debug applications 

and systems, not for security, 
and certainly not to understand 

user activity or behavior. 
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Network, systems, and application infrastructure logs are designed to reduce risk to infrastructure 
components, not data. In traditional infrastructure monitoring, logs fall short because they focus on 
system level changes—file modification time, etc. Identifying what the actual change was can often 
require searching through multiple logs across the environment to try to put together a story. In many 
cases of breach or data loss traditional logging did not log the entire event such as moved, deleted or 
copied files. It is common in wider-spread data breaches to find one or more systems involved in the 
event(s) had logging sensitivity turned down or turned off for one reason or another.

These gaps present opportunities for data breaches to occur. According to the latest Mandiant threat 
report, in the compromises they researched, successful attackers used a stolen/compromised credential 
100% of the time. In many cases the authorized identity was not one that would have been specially 
monitored because it is not part of a key IT or administrator role; therefore, the odds of an infrastructure 
log event being created were slim at best. As noted previously, even if the action is from a privileged 
user, if the compromise of that identity was not caught, it is highly unlikely that any normally-allowed 
activities will be logged or flagged. This means that a malicious person can operate for an extended 
period before being discovered. According to research, attackers were able to compromise data in days 
or less, 100% of the time; however, less than 25% of the compromises were discovered in the equivalent 
amount of time.9 It is noted in 2014 research that the average time between breach and detection 
was 229 days.10 This shows that infrastructure-based detection and alerting is highly inadequate for 
identifying critical compromises. To add insult to injury, the amount of forensic investigation time to 
quantify the scope of the breach ranges from days for small events to months for larger events and is 
not always successful in fully identifying the scope of the breach/loss.

Change the Monitoring Paradigm
Given the examples of shortcomings commonly experienced with 
traditional infrastructure logging, it is imperative that another 
solution be found. As mentioned earlier, user-based threats are a 
major, and growing, security concern that requires a new, user-centric 
monitoring approach. This user-centric approach is important not 
only for rapid response to breaches, it is also key to identifying 
behaviors that lead to data breaches. 

The Model for User-Based Monitoring
Security needs to separate from the infrastructure monitoring paradigm letting network, systems, and 
application administrators monitor the infrastructure. This will give them the opportunity to monitor 
the important aspects of the environment, their users and the data they access. 

When monitoring is focused on the user, actions taken by that user from the time of login to logout 
should be maintained in one location, independent of the systems or application the user accesses. A 
single repository for a user’s actions is a crucial requirement for forensic investigations. There is no need 
to go to multiple locations to independently inspect each system that may have been compromised 
because all the activities are in one place.

Because log granularity and coverage are two major issues with infrastructure logging, it is important 
to consider those as requirements. User-based monitoring has centralized logging, so logging is always 
on and produced at the same level of granularity for the user, no matter the type, or where in the 
environment he or she goes. This removes any blind spots in system or application logs. 
9  Verizon DBIR 2014
10  2014 Mandiant Threat Report

User-based threats are a major, 
and growing, security concern 

that requires a new, user-
centric monitoring approach. 
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As mentioned before, determining intent is a key factor in determining the severity of the consequences 
for a threat actor. Therefore, a user-based monitoring solution must also be able to capture each activity 
in the way in which it was performed. This requirement would make a text-only entry log system 
insufficient. Meeting this requirement would mean full activity-based monitoring capturing what the 
user was doing on each system as if the administrator were watching the monitor as it happened. This 
capability would provide a clear picture if activities were meant to obfuscate existing infrastructure 
logging to interfere with administration. It would not interfere with security because security is a 
separate system. Screen monitoring would show hesitations, multiple changes, and boxes and fields that 
were clicked, even if no change was made which would ultimately contribute to a clear perspective that 
a user intended to make the changes or stumbled upon them by accident. It would also show what the 
user did afterward which also indicates if the user tried to repair/recover the problem.

User-based monitoring should also include alerting. Early detection is critical for limiting the scope of 
a data breach. With the proper user-based activity alerting, the system would be able to prevent data 
breach scenarios from completing. The monitoring system should be able to use rule and activity-based 
detection to identify and alert on anomalous or threating actions and contact security to stop the 
activities.

Lastly, the user-based system provides protection for the users themselves. By capturing all that a user 
has done in a session, any identity compromise that happens outside of the user’s control should be 
detected. If a malicious user compromises an identity, then the change in context for the user would be 
captured and alerted thus clearing the real identity owner of any actions taking place from that point 
forward. If a user identity was compromised by clicking a link or other malware download, then that 
download would be captured and activities from that malware would be logged. If the malware was 
acting during the time that the user was logged in, then the activity logging would be able to show the 
difference in what the user was doing on screen and what the malware was doing behind the scenes, 
again exonerating the user of the activity. If the malware was working outside the session of the real 
user, then that activity would also be differentiated, keeping the user protected. These cases also work 
similarly if there was a live threat actor using the real identity owner’s credentials.

Conclusion
Infrastructure monitoring is an important management tool that 
can be useful for security, but it falls short in addressing user-based 
threats. Organizations need to bring this poorly understood security 
risk front and center in their security and risk management strategy 
by strongly considering user-based monitoring as a key component 
within their security architecture.

Infrastructure monitoring is 
an important management 
tool that can be useful for 

security, but it falls short in 
addressing user-based threats. 
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